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You can insert two redundant power supply modules into the subrack of an S7-400 station

= |tis only possible to slot redundant power supply modules in the subracks designed for this.
= Redundant power supply modules can only be operated with the designated CPUs. Non-suitable CPUs are rejected when configuring.
The two redundant power supply modules must be slotted directly next to each other as of slot 1. No gaps are permitted.

= You can not have mixed operation of redundant and non-redundant power supply modules. @
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Hardware Redundancy

= ForFast Processes [ Switch Over time : few M. Sec.]

Software Redundancy

= ForSlow Processes [ Switch Over time : few Sec. ]
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SIMATIC S7-400H, CPU 412-3H central processing unit for S7-400H
and S7-400F/FH, 3 interfaces: 1 MPI/DP and 2 for sync modules,
768 KB memory (256 KB data/512 KB program)

SIMATIC S7-400H, CPU 412-5H, central processing unit for S7-
400H and S7-400F/FH, 5 interfaces: 1x MPI/DP, 1x DP, 1x PN and 2
for sync modules, 1 MB memory (512 KB data/512 KB program)

SIMATIC S7-400H, CPU 414H central processing unit for S7-400H
and S7-400F/FH, 4 interfaces: 1 MPI/DP, 1 DP and 2 for sync
modules, 2.8 MB memory (1.4 MB data/1.4 MB program)

SIMATIC S7-400H, CPU 414-5H, central processing unit for S7-
400H and S7-400F/FH, 5 interfaces: 1x MPI/DP, 1x DP, 1x PN and 2
for sync modules, 4 MB memory (2 MB data/2 MB program),

SIMATIC S7-400H, CPU 416-5H, central processing unit for S7-
400H and S7-400F/FH, 5 interfaces: 1x MPI/DP, 1x DP, 1x PN and 2
for sync modules, 16 MB memory (10 MB data/6 MB program)

SIMATIC S7-400H, CPU 417-5H, central processing unit for S7-
400H and S7-400F/FH, 5 interfaces: 1x MPI/DP, 1x DP, 1x PN and 2
for sync modules, 32 MB memory (16 MB data/16 MB program)
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Synchronization modules

The synchronization modules are used to link the two CPUs. They are installed in the CPUs
and interconnected by means of fiber-optic cables.

There are two types of synchronization modules: one for distances up to 10 meters, and one
for distances up to 10 km between the CPUs.
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= ey
: ‘j‘; 6ES7 960-1AA06-0XA0 (10m)

t 6ES7 960-1AB06-0XA0 (10km)

MLFB Module: 6ES7 960-1AA04-0XA0
MLFB FO-Cable Tm: 6ES7 960-1AA04-5AA0
MLFB FO-Cable 2m: 6ES7 960-1AA04-5BA0
MLFB FO-Cable 10m: 6ES7 960-1AA04-5KA0

MLFB Module: 6ES7 960-1AB04-0XA0
Monomode FO-Cable LC/LC Duplex crossed 9/125p
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Racks of the S7 - 400

The Fault-tolerant Automation System

Usable in
Type of Rack Central Extension
rack rack

UR1/UR2
(UniversalRack) | Pbis

Yes Yes
CR2
(Central Rack) P bus, Segment P bus, Segment 2

Yeas No
ER1/ER2
Etensongac) | s

No Yes

S7-400 yo Rack glgif
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Design of the UR2-H
The following figure shows the design of the UR2-H rack with 2x9 slots.

fol o] fo) Ko o) koY oY Koy Koy o) fol o

. e e G G (e e e (e e e e cos (eoe wse es

178 (o R R e 17 e B |
SESe BEGY SEGY &67 | SEGY | SEG 1139 SESY ! SEBZ

¥ | J A

|

290 mm 190 mm

The Fault-tolerant Automation System

40 mm
S 4
(0]
= (1) Systeml w55 (ool \aghl |<5E | o | B BB s SO ||SGS! full (o |l e |J8 4] (aud (458
.‘ﬁ (2) System Il OOOOO0.00‘O o /0 'O 'O o o !0 'O 0
v
s Figure 2-3 Rack dimensions
<

I it ol 0% 31 Sl URZH 5y 58 C 5 1/0 sl o T

Lectrurer




el ol obLﬁw‘URZH LQB-AAURZ d;) 93 )‘ J,.s“) J’.’.j"‘aj BE

Ew.._.mhm uoljewolny jueisjol-}jjne4 aylL de}ISISAQ°VY:194N4}007



Ll URZ2H <575 51 5 5 suai o

ol 03

1

.&;»«W

Ewu.mhm uoljewolny jueisjol-}jjne4 aylL

& & & b b b

{

de}ISISAQ°VY:194N4}007



The Fault-tolerant Automation System

isifar

A.Ovei

Lectrurer

Power Supply

Q\iﬂ}&b})j jwjhé‘;.uo.h} oalaiw! Qu\a}'c,.aty J}J@wt df) BE BaCkplane Bus Lg'f.J'i’)‘ P.S C)JK bj\»ﬁdﬁjlﬁ 41..\.&3' S7-400 BE)

)‘fa‘ﬁg’_{)).bcDC d324)55w)c)a‘~}.>).>)3\%‘?}ﬁjwjJw&\.;@jw}u\.i))g;@}f)fdw;-ﬁbq-ka;GLA(S7‘400).>JJ‘J@}‘.&G

S7-400

power supply
module

Operating voltages
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Power Supply

Replacing the Backup Battery

Replacing the Backup Battery
1. Discharge any static charge by touching a grounded metal part of the S7-400.
2. Open the cover of the power supply module.

3. Using the loop(s), pull the backup battery/batteries out of the battery
compartment.

o
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Meaning of the LEDs

The meaning of the LEDs on the power supply modules is described in the tables below. The

following section contains a list of the faults indicated by these LEDs and notes on how to
acknowledge the faults.

LEDs INTF, 5 VDC, 24 VDC

Table 3- 2 LEDs INTF, 5 VDC, 24 VDC
LED Color Meaning
INTF Red | Lights up in the event of an internal fault
5VDC green | Lights up as long as the 5 V voltage is within the tolerance limits
24 vVDC green | Lights up as long as the 24 V voltage is within the tolerance limits

LEDs BAF, BATT1F, BATT2F

Power supply modules with two backup batteries have the following indicators:

Table 3- 4 LEDs BAF, BATT1F, BATT2F
LED Color Meaning

BAF Red | Lights up if the battery voltage on the backplane bus is too low and the
BATT.INDIC switch is at the 1 BATT or 2 BATT position

BATT1F Yellow | Lights up if battery 1 is empty or if the polarity is reversed or if the battery
is missing, and the BATT.INDIC switch is at the 1 BATT or 2 BATT
position

BATTZF Yellow | Lights up if the battery 2 is empty, if the polarity is reversed, or if the
battery is missing, and the BATT.INDIC switch is at the 2 BATT position

394 s LED

©
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Backup voltage to the backplane bus

The backup voltage is either supplied by the backup battery or fed externally into the CPU or
receiver IM. In its normal state, the level of the backup voltage is between 2.7 V and 3.6 V.

The backup voltage is monitored at the lower limit. Violation of the lower limit is indicated by
the BAF LED and reported to the CPU.

BAF lights up if the backup voltage on the backplane bus is too low. Possible causes of this
include:

® Battery (batteries) empty or battery polarity has been reversed.

¢ External supply via CPU or receive IM is defective or supply from secondary power
supply module is defective or missing.

¢ Short-circuit or overload on the battery voltage.

Backup 3t

©
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Table 3-5 Function of the operator controls of the power supply modules

Control Function
FMR button For acknowledging and resetting a fault indicator after correcting the fault
Standby switch Switches the output voltages (5 V VDC24 VDC) to 0 V by intervening in the
control loop (no mains disconnection).
. | Output voltages at nominal value
« () | Output voltage 0 V
Switches Used for setting LEDs and battery monitoring
BATT.INDIC Where one battery can be used (PS 407 4A, PS 405 4A):
* OFF: LEDs and monitor signals inactive
* BATT:. BAF/BATTF LEDs and monitor signals active
Where two batteries can be used (PS 407 10A, PS 407 20A, PS 405 10A, PS
405 20A):
* OFF: LEDs and monitor signals inactive
* 1 BATT: Only BAF/BATT1F LEDs (for battery 1) active.
+ 2 BATT: BAF/BATT1F/BATT2F LEDs (for batteries 1 and 2) active.
Battery For backup battery (batteries)
compartment

Power connection

3-pin connector for the power main
(do not pull and plug under power)

©
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Redundant power supply (PS) optional

Max. cable length 10km

With H subrack (with split backplane bus)




The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

Redundant 40& aww &1

Table 3- 1 Redundant power supply modules

Type Order number Input voltage Output voltage
PS 407 10AR BES7407-0KR0O0-0AAQ 85 to 264 VAC 5VDC/10 A
or 88 to 300 VDC and 24 VDC/1 A
PS 407 10A R BES7 407-0KR0O2-0AA0 85 to 264 VAC 5VDC/10 A
or 88 to 300 VDC and 24 VDC/1 A
PS 405 10AR 6ES7405-0KR0O0-0AA0 19.2t0 72 VDC 5VDC/10 A
and 24 VDC/1 A
PS 405 10AR BES7 405-0KR02-0AA0 19.2t0 72 VDC 5VDC/10 A

and 24 VDC/1 A

©
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Rules for the assembly of fault-tolerant stations

The following rules have to be complied with for a fault-tolerant station, in addition to the
rules that generally apply to the arrangement of modules in the S7-400:

¢ The CPUs have to be inserted in the same slots.

¢ Redundantly used external DP master interfaces or communication modules must be
iInserted in the same slots in each case.

¢ External DP master interfaces for redundant DP master systems must only be inserted in
central devices rather than in expansion devices.

¢ Redundantly used modules (e.g. CPU 41x-4H, DP slave interface module IM 153-2) must
be identical, i.e. they must have the same order number, the same version or firmware
version.

Requirement

The size of the load memory on the master and reserve CPU is the same. Both Sync links

exist and are working.

()
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Synchronization modules

The synchronization modules are used to link the two CPUs. They are installed in the CPUs
and interconnected by means of fiber-optic cables.

There are two types of synchronization modules: one for distances up to 10 meters, and one
for distances up to 10 km between the CPUs.

A fault-tolerant system requires 4 synchronization modules of the same type. For more
information on synchronization modules, refer to section Synchronization modules for S7-
400H (Page 261).

The redundant system mode is only supported with CPUs of the same version and firmware version.

Modules interconnected in redundant mode (e.g. DP slave interface module IM 153-2) must
be in identical pairs, i.e. the two redundant linked modules have the same order number and
product or firmware version.

(=)
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Operator controls and display elements of the CPU 414-4H/417-4H

Printed information including the
module ID, product version, order
number and firmware version

LEDs INTF, EXTF, BUS1F, BUS2F,
IFM1F, IFM2F, FRCE, RUN, STOP

Memory Card slot

Mode selector

Lower shrouding cover

MPI/PROFIBUS DP
interface

Data Matrix Code

Serial number

PROFIBUS DP
interface

Feed of external backup
voltage to the CPU

on the rear side

Switch for setting the rack
number

/

LEDs: REDF, MSTR,
L~ RACKO, RACK1

s

Lower shrouding cover

Submodule socket for

/ synchronization submodule 1

Submodule socket for
/ synchronization submodule 2

Slot for
memory
card

PROFIBUS
PROFIBUS

PROFINET
D (2-port switch)

2 slots for the
sync modules
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g Table 5- 1 LED displays on the CPUs

d

2 LED Color | Meaning

"E INTF red Internal error

g EXTF red External error

° FRCE yellow | Active force request

_E RUN green | RUN mode

?U STOP yellow | STOP mode

t BUS1F red Bus fault on MPI/PROFIBUS DP interface 1

'IE BUS2F red Bus fault on PROFIBUS DP interface 2
MSTR yellow | CPU controls the process
REDF red Loss of redundancy/Redundancy fault

chu RACKO yellow |CPUinrackO

E RACK1 yellow | CPU in rack 1

'E IFM1F red Error in synchronization module 1

Q IFM2F red Error in synchronization module 2

<
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The two CPUs are the heart of the S7-400H. Use the switch on the rear of the CPU to set
the rack numbers. In the following sections, we will refer to the CPU in rack 0 as CPU 0, and
to the CPU inrack 1 as CPU 1.

Switch Position:Rack 0 A Switch Position:Rack 1
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Switch Position

Meaning

The CPU has rack number 1

The CPU has not been assigned a rack number

[tk

The CPU has rack number 0

|
Rack No 0—x-1
OJ ; ﬂ -

Swwtch for setting the rack
number




isifar

A.Ovei

Lectrurer

The Fault-tolerant Automation System

Imprint of module designation, product
version, short order number and
firmware version

/

LED displays INTF, EXTF, BUS1F,
IFM1F, IFM2F, FRCE, MAINT, RUN,
STOP

Memory card slot

Mode switch

PROFIBUS DP interface
MPI / PROFIBUS DP interface

LED LINK1 OK
LED LINKZ OK
Serial number

Synchronization module 1 interface

Synchronization module 2 interface

Supply of external backup voltage

/e
e

LED displays REDF,
BUS2F, BUS5F, MSTR,
RACKO, RACK 1

at rear

‘ Rack number selector switch

Data Matrix Code

PN interface
LED LINK
LED RX/ITX

LED LINK
LED RX/TX
MAC address

1 9H sl CPU ,:.mp@uww,;uw,;u_siiLL;,\m,{,\;ﬁammw@ﬁ@m;ﬁyw sl ol s 2 SYNC gls Js5be g5,

@‘GM@CPU LS))J‘ILED
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The fault-tolerant system uses only one of the interfaces at any given time. The active
interface is indicated by the ACT LED on the corresponding IM IM 153-2 or IM 157.
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Memory types of the S7-400H CPUs
® | oad memory for the project data, e.g. blocks, configuration, and parameter settings.
® \Work memory for the runtime-relevant blocks (logic blocks and data blocks).

® System memory (RAM) contains the memory elements that each CPU makes available to
the user program, such as bit memories, timers and counters. System memory also
contains the block stack and interrupt stack.

® System memory of the CPU also provides a temporary memory area (local data stack,
diagnostics buffer, and communication resources) that is assigned to the program for the
temporary data of a called block. This data is only valid as long as the block is active.
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By changing the default values for the process image, local data, diagnostics buffer, and
communication resources (see object properties of the CPU in HW Config), you can
influence the work memory available to the runtime-relevant blocks.
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Organization of Memory Areas

The memory of the S7-400H CPUs can be divided into the following areas:

Load memory, external

RAM with battery backup
or Load memory

non-volatile Flash Memory for project data (blocks, configuration and
programming data)

Load memory integrated

RAM with battery backup

Work memory code
For program
RAM with battery backup

Process image of inputs
and outputs

Diagnostics buffer Work memory
for executable blocks

Woark memory data
for data

RAM with battery backup
Local data stack

System memary

contains bit memaories, timers,
counters Block stack
and interrupt stack

RAM with battery backup
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CPU Memory Areas

Load Memory System Memory

User Program

Hardware Configuration Address Areas
Registers
Inputs (I) Accumulators
) Outputs (Q) Address Registers
Work Memory PR
Bit Memories (M)
Executing Program : MCR Stack
Timers (1) Nesting Stack
Counters (C)
Temporary Local Data (L) System Messages
Data Block (DB) (DI) Diagnostic Buffer
Peripheral Inputs  (PI) Interrupt Stack
Block Stack
Peripheral Outputs (PQ)
Communication Buffer

CPU aél> salad
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Load memory:
Blocks:
’ ) Logicblocks @ m
(OB,FC,FB)
» Data blocks
IEI (DB) RAM  Flash-
Comments Additional info EPROM
Symbols Work memory:
Biocke - OB,FCFB
* Logic blocks * DB
(OB,FC,FB) Backup
« Data blocks via
(DB) System memory: battery
= PII, PIQ
v * MTC
Blocks:
* Logic blocks
(OB,FC,FB)
* Data blocks Flash EPROM
(0B) Memory Cardin PG
Additional info. (subsequently
insertedin CPU) /]

S7-400 53 dbl> pagie



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

A > A gl

Flexible memory space

e \Work memory:

The capacity of the work memory is determined by selecting the appropriate CPU from the graded range of CPUs.

e L_oad memory:
The integrated load memory is sufficient for small and medium-sized programs. The load memory can be increased

for larger programs by inserting the RAM memory card.

Flash memory cards are also available to ensure that programs are retained in the event of a power failure even
without a backup battery. Flash memory cards (8 MB or more) are also suitable for sending and carrying out

operating system updates.

o
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Memory card slot
You can insert a memory card into this slot.

There are two types of memory card:
e RAM cards
You can expand the CPU loading memory with the RAM card.

e Flash cards

A FLASH card can be used for fail-safe backup of the user program and data without a backup battery. You can
program the flash card either on the programming device or in the CPU. The flash card also expands the load memory
of the CPU.

Data stored on the memory card

The following data can be stored on memory card:

e The user program, i.e. the OBs, FBs, FCs, DBs and system data
e Parameters that determine the behavior of the CPU

e Parameters that determine the behavior of 1/O modules

e The full set of project files on suitable memory cards.

(=)
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Types of memory cards for the S7-400
Two types of memory card are used for the S7-400:
e RAM cards

e Flash cards

What type of memory card to use?

Whether you use a RAM card or a Flash card depends on your application.

If you ...

then ...

also want to be able to edit your program in RUN,

use a RAM card

want to keep a permanent backup of your user
program on the memory card when power is off,
i.e. without a backup battery or outside the CPU,

use a Flash card

Insert the RAM card to download the user program to the CPU. Download the user program in STEP 7 by selecting

"PLC > Download

You can load the entire user program or individual elements such as FBs, FCs, OBs, DBs, or SDBs to the load memory

when the CPU is in STOP or Run mode.

(1)
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When you remove the RAM card from the CPU, the information stored on it will be lost. The RAM card is not
equipped with an integrated backup battery.

If the power supply is equipped with an operational backup battery, or the CPU is supplied with an external
backup voltage at the "EXT. BATT." input, the RAM card contents are retained when power is switched off,
provided the RAM card remains inserted in the CPU and the CPU remains inserted in the rack.

If you use a Flash card, there are two ways of loading the user program:

e Use the mode selector switch to set the CPU to STOP. Insert the FLASH card into the CPU, and then
download the user program to the Flash card in STEP 7 by selecting "PLC > Download user program to
Memory Card".

e Load the user program into the Flash card in offline mode on the programming device/programming
adapter, and then insert the FLASH card into the CPU.

The FLASH card is a non-volatile memory, i.e. its data are retained when it is removed from the CPU or
your S7-400 is being operated without backup voltage (without a backup battery in the power supply
module or external backup voltage at the "EXT. BATT." input of the CPU).

You always download the full user program to a FLASH card @
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Downloading additional user program elements

You can download further elements of the user program from the programming device to the integrated load
memory of the CPU. Note that the content of this integrated RAM area will be deleted if the CPU performs a
memory reset, i.e. load memory is updated with the user program stored on the FLASH card after a CPU
memory reset.

What memory card capacity to use?
The capacity of your memory card is determined by the scope of the user program.

Determining memory requirements using SIMATIC Manager
You can view the block lengths offline by selecting the "Properties - Block folder offline"dialog box (Blocks
> Object Properties > Blocks tab).

The offline view shows the following lengths:
e Size (sum of all blocks, without system data) in load memory of the PLC
e Size (sum of all blocks, without system data) in the RAM of the PLC

Block lengths on the engineering device (PG/PC) are not shown in the properties of the block container.

(1)
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.'—; SIMATIC Manager - [Press Machine (Compeonent view) -- C\Program Files (x86)\Siemens\Step?\s7prof\CIP_BA-~1]
% File Edit Inset PLC View Opticns Window Help
O = Ef‘ éﬁ‘: ﬁ 2 % Bp TE-EE |:NOFi|ter> ﬂ‘?‘? %}%@ﬁ %EE
E--@ Press Machine System data 3 OB1 3 OB10 3 OB20 3 OB35
B PLC_CIPStation(1) 1 FBZ &3 FBE &F FE7 &3 FBS &+ FB3
E| CRUFT-2 3} FBZE 3 FBZ7 3 FBZ8 3 FB23 3 FB30
E|" 57 Program(13) |43 FBS7 i3 FB&E 3 FE100 & FE15E 3 FB3E0
H g Sources 3 FBE380 i FB381 3 FB382 i3 FR400 3 FEEOO
Block FCi2 o FC13 o FC14
-+fff OP 3431 Cut X bea o FCa N
Copy Crl+C Frige o FC193 3 FC195
Paste Ctrl+\ FCZ208 o FC209 o FCZ20
FC100 3 FC1o02 3 FC1o03
Delete Del  FCi7o0 o Fo17o o Fo1702
. LEZ7 o DB30 o DE3R
== Hiewibleck * beton = DE350 = DBE3S1
PLC » DB373 o DB380 o+ DE3N
) DEF05 3 DB7OE 3 DE7O7
Access Protection » DE743 i DE744 = DET45
Rewire... LE1E05 3 DB16E1 3 DB1EAZ
Compare Blocks... DE1784 3 DB17ES
Reference Data »
Check Block Consistency...
Print »
Rename F2
[ Object Properties... Alt+Return
Special Object Properties 4

-

Properties - Block Folder Offline

==

|ser program memary
Size in load memony:
Size in work memaony:

System data memony

Size in load memony:

Mumber of Blocks
CE: 13
DE: 101
FB: &0
FC: 84

Code
Data
Total

General [.hed-:sums Address priorty: ] Fill Level ]

371680 bytes
211276 bytes
43380 bytes
2h596h6 bytes

8452 bytes

SFE:
SFC:
UDT:
WAT:

[ O e e Y

Cancel Help
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Expanding the Working Memory of the CPU 417-4 H with Memory Modules
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Memory Modules

Copper flag
Memory card

Cutout |

#’&

Guide support

Reverse
polarity
protection

Cutout

(gt

Guide support

=
NF/“

Slots 1 and 2
Combination Slot 1 Slot 2
1 2 Mbytes —
2 4 Mbhytes —
3 4 Mbhytes 2 Mbytes
4 4 Mbytes 4 Mbytes
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Switchover .
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e There 1s direct access to the I/O

e Interrupts occur

e User timers (e.g. S7 timers) are updated

e Data 1s modified by communication functions

aslsl aisy O 9 RESEIVE 05315 5 Law 5 IS aslsl MASEET 55 CIB6 slows| &)y gum 53 457 515 3555 Silens ol EVENE DIIVEN &) 0 40 (5l 05, s

b
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Self-Test wo
C.»Jj..p4{.,\.4&11Afsj.&Lsno;&:,»\self-TeStJﬁj‘S7-400H 03 s e 4 350 ui)ij'fj el oy Cﬂ\JJMQ@Lﬁﬁ-JﬁjH (e 3
I gh o Cad 3 3slse e pl 5358 s RUN &S 51

e Coupling of the central racks
® Processor

e Internal memory of the CPU
e I/O bus
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Jo5” Self-Test ¢ Laslonit Jsbo « LOBD MEMOTY (o 4 4 4233 15 5 10 1 ol S POWET ON (351 55 Jots™ Self-Test o ¢l
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ST
Hardware fault with one-sided call of OB 121

If a hardware fault occurs with a one-sided OB 121 call for the first time since the previous POWER ON without
backup, the faulty CPU enters ERROR-SEARCH mode. The fault tolerant system switches to standalone mode. The
cause of the error 1s written to the diagnostic buffer.

P82 e5 BB g 4 O aaedl 9 RUN oo ya Self-Test wo &l >

In Run the operating system splits the self-test routine into several small program sections ("test slices") which are
processed in multiple successive cycles. The cyclic self-test is organized to perform a single, complete pass in a certain
time. The default time of 90 minutes can be modified in the configuration.

o
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Self-test in cyclic mode

A.Ove

Executes permanently as background task

Executes in its entirety within a specifiable amount of time (default: 90
minutes)
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System states of the S7-400H

Operating states of the two CPUs

Master Reserve
Stop STOP STOP, power off, DEFECTIVE
Start-up STARTUP STOP, power off, DEFECTIVE, no
synchronization
Single mode RUN STOP, ERROR-SEARCH, power off,
DEFECTIVE, no synchronization
Link-up RUN STARTUP, LINK-UP
Update RUN UPDATE
Redundant RUN RUN
Hold HOLD STOP, ERROR-SEARCH, power off,

DEFECTIVE, no synchronization

(=)
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System state

Stop

Startup

Single mode

Link-up

Update

Redundant mode

POWER ON atCPU 0

1 Master CPU |

STOP

STARTUP

RUN

RUN

RUN

RUN

Updating the user .
program

Updating dynamic -
data

POWER ON at CPU 1

C’Stand by CF‘LD

STOP

STOP

STOP

STARTUP/
LINK-UP

UPDATE

RUN
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Description

After the power supply has been turned on, the two CPUs (CPU 0 and CPU 1) are in STOP state.

CPU 0 changes to the STARTUP state and executes OB 100 or OB 102 according to the startup mode; see
also section STARTUP mode (Page 125).

If startup is successful, the master CPU (CPU 0) changes to standalone mode. The master CPU executes
the user program alone.

At the transition to the LINK-UP system state, no block may be opened by the "Monitor" option, and no tag
table may be active.

If the standby CPU (CPU 1) requests LINK-UP, the master and standby CPUs compare their user programs.

If any differences are found, the master CPU updates the user program of the standby CPU, see also
section LINK-UP and UPDATE modes (Page 126).

After a successful link-up, updating is started, see section Update sequence (Page 143). The master CPU
updates the dynamic data of the standby CPU. Dynamic data includes inputs, outputs, timers, counters, bit
memories and data blocks.

Following the update, the memories of both CPUs have the same content; see also section LINK-UP and
UPDATE modes (Page 126).

The master and standby CPUs are in RUN after the update. Both CPUs process the user program in
synchronous mode.
Exception: Master/standby changeover for configuration/program modifications.

The redundant system state is only supported with CPUs of the same version and firmware version.

©
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Startup o«

,fu,:@vtqa\MasterLﬂswwm\.w@meTEWJ%,ué,\p1¢3w¢§:j;\§g1,sﬁyéu 1/O cuxs s MASEET oils o o ol s
S gk 53 35 0 anlp (31Nl ol § g @ a5 L e ol 5 LS o ke, S7-400 Jsens CPU & slea H s 0355 0313 adis Sl e cpl 3

Agd oo |l StArtup 4 Ly 0 OB sls

Startup processing by the master CPU

The startup system mode of an S7-400H is always processed by the master CPU. During STARTUP, the
master CPU compares the existing 1/O configuration with the hardware configuration that you created in
STEP 7. If any differences are found, the master CPU reacts in the same way as a standard S7-400 CPU.

The master CPU checks and parameterizes the following:

e the switched 1/O devices
e its assigned one-sided I/O devices

Startup of the standby CPU
The standby CPU startup routine does not call an OB 100 or OB 102. The standby CPU checks and

parameterizes the following:
)

e its assigned one-sided I/O devices
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1. All LEDs light up

2. The STOP LED flashes as it does during a memory reset
3. The Run and STOP LEDs flash for about 2 seconds

4. The Run LED flashes briefly 2 to 3 times

5. The STOP LED lights up for about 25 seconds

6. The Run LED restarts flashing Start up is about to begin.

Update g Linkup o«
33355 I Master Loy ol o )8 wb, Sl ol s . T e YU Standalone & 50 « Master ., obL 4 < se L Startup . 2
51 ks Master o515, .ast Monitor i jsVAT Jda b asl oS b bl e cpl 53,8 o |, LINKUP s 4 5, Lol Standby o jls , asls!
33 8wl 8 03l Lasis Sali S1.aS b oS 1, Standby okisls ;4 by e absl (gl g LINKUP e 55 55, Redundant w4«

Aol s 5 Sy g o LINKUP e 55 CPU 55 8 Ll 5 555 o <o T Standby

The master CPU is always in Run mode and the reserve CPU is in LINK-UP or UPDATE mode during the
link-up and update phases.

o
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If a link-up and update operation is interrupted on the standby CPU (for example due to POWER OFF, STOP), this may
cause data inconsistency and lead to a memory reset request on this CPU. The link-up and update

Redundant we
Olaza ssb & CPU 53 ja de pl s sl o osals CPU s s REDF (gls £1 2 5 sl o RUN Consy s atas CPU 55 o Redundant . s
S ol 1 QLSS asl S

In redundant system mode it is not possible to test the user program with breakpoints.

The redundant system state is only supported with CPUs of the same version and firmware version. Redundancy will be
lost if one of the errors listed in the following table occurs.

iNgw 0 Redundant oo 31 H i Oud )6 4 o &5 LYo 31 S ¢

Cause of error Reaction

Failure of one CPU Failure and replacement of a CPU (Page 253)
Failure of the redundant link (synchronization Failure and replacement of a synchronization
module or fiber-optic cable) module or fiber-optic cable (Page 239)

RAM comparison error ERROR-SEARCH mode (Page 128)
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1. Assemble both modules of the S7-400H automation system as described in the S7-400 Automation
Systems, Installation and Module Specifications manuals.

2. Set the rack numbers using the switch on the rear of the CPUs. An incorrectly set rack number prevents
online access and the CPU might not start up.

3. Install the synchronization modules in the CPU. See chapter Synchronization modules

4. Connect the fiber-optic cables.

Always interconnect the two upper and two lower synchronization modules of the CPUs. Route your fiber-
optic cables so that they are reliably protected against any damage. You should also always make sure that
the two fiber-optic cables are routed separately. This increases availability and protects the fiber-optic cables
from potential double errors caused, for example, by interrupting both cables at the same time.

Furthermore, always connect at least one fiber-optic cable to both CPUs before you switch on the power
supply or the system. Otherwise both CPUs may execute the user program as master CPU.

5. Configure the distributed 1/O as described in the ET 200M Distributed 1/0 Device manual.
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6. Connect the programming device to the first fault-tolerant CPU (CPUQ). This CPU will be the master of
your S7-400H.

7. A high-quality RAM test (self-test) is executed after POWER ON. The self-test takes at least 10 minutes.

The CPU cannot be accessed and the STOP LED flashes for the duration of this test. If you use a backup
battery, this test is no longer performed when you power up in future.
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Commissioning the S7-400H
Follow the steps outlined below to commission the S7-400H:

1. In SIMATIC Manager, open the sample project "HProject". The configuration corresponds to the hardware
configuration described in "Requirements".

2. Open the hardware configuration of the project by selecting the "Hardware" object, then by right-clicking and
selecting the shortcut menu command "Object -> Open". If your configuration matches, continue with step 6.

3. If your hardware configuration does not match the project, e.g. there are different module types, MPI
addresses or DP addresses, edit and save the project accordingly. For additional information, refer to the basic
help of SIMATIC Manager.

4. Open the user program in the "S7 program” folder.

©



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

In the offline view, this "S7 program" folder is only assigned to CPUOQ. The user program is executable with the
described hardware configuration. It activates the LEDs on the digital output module (Running light).

5. Edit the user program as necessary to adapt it to your hardware configuration, and then save it.

6. Select "PLC -> Download" to download the user program to CPUO.

7. Start up the S7-400H automation system by setting the mode switch of CPUO to Run and then the switch on
CPU1. The CPU performs a restart and calls OB 100. Result: CPUO starts up as the master CPU and CPU1

as the reserve CPU. After the reserve CPU is linked and updated, the S7-400H assumes redundant mode and
executes the user program. It activates the LEDs on the digital output module (Running light).
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Redundant .. ;s 4 dx g b s CPUOD 55 36 sl -
Example 1: Failure of a CPU or power supply module
Initial situation: The S7-400H is in redundant system mode.
1. Simulate a CPUO failure by turning off the power supply.

Result: The LEDs REDF, IFM1F and IFM2F light up on CPU1. CPU1 goes into single mode and continues

to process the user program.

2. Turn the power supply back on.

Result:
— CPUO performs an automatic LINK-UP and UPDATE.
— CPUO changes to Run, and now operates as reserve CPU.

— The S7-400H is now in redundant system mode.
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1. Disconnect one of the fiber-optic cables.
Result: The LEDs REDF and IFM1F or IFM2F (depending on which fiber-optic cable was disconnected) now
light up on both CPUs. The reserve CPU changes to ERRORSEARCH mode. The other CPU remains master

and continues operation in single mode.
StSingle & s 2 CPU 5 5 8 I sERRORSEARCH e s 5,5, CPU 56 K s ol 4 b s ol 53 (S 0 otaline 457 shailes
J;‘MM‘D‘M}J&J}SJ‘.{}&&
20..\.3&}35:@&4‘9}‘%

2. Reconnect the fiber-optic cable.

Result: The reserve CPU performs starts a LINK-UP and UPDATE. The S7-400H resumes redundant system

©
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CPU icon

Operating state of the respective CPU

Master CPU is in RUN state

Standby CPU is in RUN state

Master CPU is in STOP state

Standby CPU is in STOP state

Master CPU is in STARTUP state
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Standby CPU is in LINK-IN or UPDATE state

Standby CPU is in ERROR-SEARCH operating state

Malfunction of the master CPU or of a module parameterized by it.

Malfunction of the standby CPU, or of a module parameterized by it.

Maintenance required on master CPU

Maintenance required on standby CPU
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The redundant system state is only possible if both CPUs have the same memory configuration.

.up@wugﬁdw,ﬁ:\iﬁyﬁHWQLﬁf Load Memory absls arw 5 4 3L gxe s 4wy p Sl (okaw )3

e The size and type of load memory (RAM or FLASH) on both CPUs must match.

The memory configuration of the CPUs can be maodified in operation. Possible modifications of S7-400H

memory:

e Expanding load memory

e Changing the type of load memory

e
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e Upgrade the load memory by inserting a memory card with more memory space
e Upgrade the load memory by inserting a RAM card, if no memory card was previously inserted
sl )8 03 ST Blsl gl ssh o S RESEIVE « Master o jis , 51 LINK-UP 4wy Jsb 53 558 asl IS cdoas i |y abibls oy, pl e S
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The Fault-tolerant Automation System

Step What to do? How does the system react?
1 Switch the reserve CPU to STOP using the The system is now operating in single mode.
programming device.
2 Replace the memory card in the CPU with a card Reserve CPU requests memaory reset.
which has the required (higher) capacity.
3 Reset the reserve CPU using the programming -
device.
4 Start the reserve CPU with the menu command "PLC |«  The reserve CPU links up, is updated and
> Mode > Switch to CPU ... with expanded memory becomes the master.
- configuration™. Previ
© . revious master CPU changes to STOP.
T
‘0 *  System operates in single mode.
d>, Turn off power to the second CPU. The subsystem is disabled.
odify the memory configuration of the secon -
Q Modify th fi i f th d CPU
f<, as you did in steps 2 to 3 for the first CPU.
qh, 7 Start the second CPU with the menu command "PLC |+ The second CPU is linked up and updated.
; > Mode > Switch to CPU ... with expanded memory . . .
o . - * The system is now operating again in redundant
o configuration".
v system mode. {
]
]
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The following types of memory cards are available for load memory:

e RAM card for the test and commissioning phase
e FLASH Card for permanent storage of the completed user program

If you change your memory configuration

master CPU to the reserve CPU.

HW‘ " )b&b&)b’JMg’a{gﬁ

In this way, the system does not transfer any program parts from the

Step

What to do?

How does the system react?

1

Switch the reserve CPU to STOP using the
pregramming device.

The system is now operating in single mode.

Replace the existing memory card in the reserve CPU
with a new one of the required type.

Reserve CPU requests memory reset.

Reset the reserve CPU using the programming
device.

Download the program data to the reserve CPU in
STEP 7 by selecting the "Download User Program to
Memory Card" command. Notice: Select the correct
CPU from the selection dialog.

Start the reserve CPU with the menu command "PLC
> Mode > Switching to CPU with modified
configuration”.

* The reserve CPU links up, is updated and
becomes the master.

*  Previous master CPU changes to STOP.

* System operates in single mode.

Medify the memeory configuration of the second CPU
as you did for the first CPU in step 2.

Download the user program and the hardware
configuration to the second CPU.

Start the second CPU from the PG.

* The second CPU is linked up and updated.

* The system is now operating again in reduncdznt
system mode.
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Removing the FLASH card

The online and offline data consistency described earlier also applies when you remove FLASH Cards from a
fault-tolerant system. In addition, the available RAM size must not be less than the actual size of the STEP 7

program (STEP 7 Program > Block Container >"Blocks" Properties).

1. Set the reserve CPU to STOP and remove the FLASH Card. Adapt the memory configuration as required.
2. Reset the CPU using STEP 7.
3. Download the block container using STEP 7.

4. Switch to the CPU with the changed configuration using the "Operating Mode" dialog.

5. Remove the FLASH Card from the CPU which is now in STOP. Adapt the RAM configuration as required,
and then perform a CPU memory reset.

6. Execute a warm restart of the reserve CPU using the "Operating Mode" dialog. The system status now

changes to "Redundant" mode.

©
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eh Ol _zwys 4|, CPU mjlsbouj,aggqj;.apuﬂf.\g\ﬁ;ijyjspmw,ﬂjm”u;

|;'—,u SIMATIC Manager - [Redundant_H (Component view) -- C\Program Files [ﬂﬁ}ﬁmmmﬁtepﬁs}'pmj\d
% File Edit Insert f PLC | View Options Window Help

O = | BT = | 3 Access Rights k ;I
% Fedundant_H _reated in language
: Download Ctrl+L
Bl SIMATICH St ames L
|_:_|... CPU 412 Configure.., Ctrl+K LAD
=z 57 Prc Compile and Download Objects... CTL
~[E] 50
Upload to PG
- P
CPU 412-2 Upload Station to PG...
f-Hin LP 4431 Copy RAM to ROM...
H-AfF CP 44317
Download User Program to Memory Card ]
Save to Memory Card...
Retrieve from Memory Card...
-
Select H CPU e

M odule | Racks | Slot

CPU 412-3H
CPU 4#12-3H) 1 3

Cancel

Help
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Redundant « ;o Operating Mode s =

Operating Mode [ X | I

Path:  [LAS_GST\AS12H\CPU 417-4 H(0)

Online:  Order number; BES7 417-4HLD4-04B0
Name: CPU 417-4 H(D)
Two-Channel H System:
System/CPU | Operating... M/S | Mode switch m Resta

H System Redundant RUN Cold Pest

95 CPU417-4H(0)  RUN Master RUN _

295 CPU 417-4H(1)  RUN Standby RUN chto

STOP

Update | Close I Help

(=)
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1- Make sure you have downloaded all error OBs.

2- The download depends whether you have RAM or EPROM.

If you have RAM then just like what is said above. Modify blocks (no interface change) and hit the download button and the
modified blocks will be transferred to CPU1 (master or standby) and this CPU will update CPU2 (master or standby)
automatically.

If you have EPROM (not recommended for frequent program changes), you can do the same but blocks will be
downloaded to work memory of both CPUs.

This means that at any power failure, the CPU will work with the unchanged blocks loaded in EPROMS.

To download your blocks to load memory (EPROM), you have to select the blocks folder and go PLC>Download user
program to memory card.

To do it without stopping the H-system you have to do the following:

1- CNTRL+I to display the H-status.

2- Stop one of the CPUs

3- Select blocks folder and download user program to memory card.

4- 1t will ask you whether to make a worm restart or not. Press no.

5- Click switch to CPU with modified configuration.

6- The CPU should go in Run and the other CPU (with old program) will go to STOP.
7- Download user program to memory card of the stopped CPU.

8- Make a warm restart for the stopped CPU.

Both CPUs should be working with same modified program that's downloaded to EPROMs.

e
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Communication functions

For programming device (PG) functions that establish online connections (e.g. downloading and deleting
blocks), one of the two CPUs has to be selected even if the function affects the entire system over the
redundant link.

e Data which is modified in one of the central processing units in redundant operation affect the other CPUs
over the redundant link.

e Data which is modified when there is no redundant link (i.e. in single mode) initially affects only the
processed CPU. The blocks are applied by the master CPU to the reserve CPU during the next link-up and
update. Exception: No new blocks are applied after changing the configuration. Loading the blocks is then
the responsibility of the user.

e
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@ Computer

-1 Tag Management

? Internal tags

=- Il SIMATIC 57 PROTOCOL SUITE
- 11 Industrial Ethemet

: ! Industrial Ethemet (M)

1 mp1

! Named Connections

| PROFIBUS

| PROFIBUS (M)

-1 Slet PLC

-1 SYSTEMINFO
-~ Structure tag

2 Text Distributor

ﬁ User Administrator
Sy Cross-Reference

[f Load Online Changes

-~ Redundancy

~Jd] User Archive

L) Time synchronization
{1 Hom

ﬁ Picture Tree Manager
L, Lifebeat Monitoring

-, OS Project Editor

Connection properties @

General | Groups | Tag

Il soft PLC
=-H Teene Name: PLCConnection Froperties
¥ PLCConnection Uni .
Iit:

Server Li

0
Connection Parameter - TCP/IP

H Graphics Designer Connection
-] Menus and toolbars T,
o Alarm Logging
111 Tag Legging 1P Address: 152.168.10.203)
&) Report Designer
2 Global Script Rk Nomber 0
dun
- Tet Library Slot Number: 3

[ Send/receive raw data block

Connection Resource 02

Enter the |P address of the automation system
Example: 142.11.0.123

QK Cancel Help
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File Edit View Teols Help

O | X o= ] 2 s

B WinCCExplorer - FASCADA\SCADA\TEST H\TEST_H.MC!

B g TEST_H

g Computer
EI”I Tag Management
'3? Internal tags

- W Industrial Ethernet
“ Industrial Ethernet (II)
ML
-1l Named Connections
- 11 PROFIBUS
-1 PROFIBUS )
M slotPLC
W SoftPLC
..... ¥* CPLH
L? CP2H
----- [ Structure tag
----- j“\ Graphics Designer

o OO TR o OO e IO o OO e OO
(6 By o 5 R ol e o ey B

m

----- =] Menus and toolbars

£ 1L SIMATIC 57 PROTOCOL SUITE

Name
F*CP1H
F7CP2_H

Parameters

1P,192.168.0.10,,0,3,02
1P,192.168.0.11,1,3,02

Last Change

2/26/2019 1:33:38 AM
2/26/20191:33:44 AM

s Jgldze Ggycedd S35l aamg b gy opl
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SIMATIC H station

Rack 0 Rack 1
CPU CP1 CPU CP1
a7 4431 | |a17| |44

The Fault-tolerant Automation System
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[SIEMENS) SCALANCE
X206-1

g P1

SIMATIC PC station

Ccp
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353 3l PC ot & sl (o STEP 7 15816 5 55 CP1613 &) gy Sy Cger

?—; SIMATIC Manager - [Redundant_Test (Component view) -- C\Program Files (x86)\5Siemens\Step7\s7proj\Redund-~1]
% File Edit Insert PLC View Options Window Help

SIMATICI-

Cut
Copy
Paste

Delete

Insert New Object
PLC

Access Protection
PC5 7 License Information...
Shared Declarations

Rename

Object Properties...

Ctrl+X
Ctrl+C
Ctrl+V

Del

F2
Alt+Return

SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station

SIMATIC PC Station

SIMATIC HMI-5tation
Other Station
SIMATIC 55

PG/PC

SIMATIC 200 Station

MPI

PROFIBUS
Industrial Ethernet
PTP

Foundation Fieldbus

57 Program
SINAMICS
SINAMICS Libraries

05
05 (Client)

Shared Declarations

|§“§|éﬂ:ﬁ|ﬁ|l_%|—n’?5255 | < No Fiter > - R@E BB M
FLSIATIC H S tationll] CLIET GBPROFIBUSH)  BBPROFIBUS(ZI S8 Ethemet(1) [ Global labeling feld
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s,ls 1, WINCC Application ;s e3> SOl 53 5 Jgl Ol s CP1B13 0, o5 5 S Gillas PC K| Hardware Lo 4 assl e b

B mprc

CP 1613

i

WinCC Appl.

oo |~ e | en | | ea fpa] =

(1=}

—_
=]

—_
—_

—_
P

—
)

—
=

—_
£n

—_
L]

m

Eind: |

a
)

Prafile: |Standard

-3 FOUNDATION-FIELDEUS
=% PROFIELS DP
-2 PROFIEUS-Pa
-2 PROFIMET 1D
EE SIMATIC 300
B-ER SIMATIC 400
-0 SIMATIC HMI Station
B SIMATIC PC Based Contral 3004400
BB, SIMATIC PC Station
D Contraller
ED CF Indusztrial Ethernet
E-C CP 1411
F-] CP 1412
= CP 1511
& CP 1512
& CP 1R04
&3 CP1E1Z
=3 CF 1613
: . SWVED 5P

..... J& oy Ve [ .
[l s
I S YEAY e

& v
M- CP1E1E

- CP 1616 onboard
M- CP1E23
- HMIIE
#- IE General
- CPPROFIBUS
=127 Hl

[ ----- WlinCC Appl.
BN Zppl. 15ty
WwinCC Appl. Client
WinCC Appl. Client Ref.
WwinCC Appl. Ref.
WinCC CAS Appl.
WinCC Ca5 Appl. (Sthy.)
WinCC flesible BT

-2 User &pplication

=S

6
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.VJ@J@LGMJL?Q"@Q‘)QT}&JU‘)CPQ)L{MACw).choMj\.iaﬁalg:JJ

Find | i
Profile: | Standard

B0 Fc =2 FOUNDATIONFIELDBUS

2 ! WinCC Appl. N

3 £ Properties - CP 1613 P

4

g General | Assgnment | Options | Diagnostcs B2 SIMATIC HMI Station

7 Short Description: CP 1613 % Cantraller

) " . B B CP Industrial Ethernet

- Properties - Ethemet interface CP 1613 (RO/ST) © [ B @ CP 1411

::? il General Parameters |

COrder No./ fimmware: [¥ Set MAC address / use 150 protocol

. =3 CP 1612
Name: MAC address: 02-D0-06-01-00-00 EE CP 1613

rInteface ———
Tz i ™ IP protocal is being used Ff 5 \,r E
Address: || 1P address: [i9z 16801 e _ T
% Do rot use router L swva
Metworked: Yal. Subnet mask: |255.255.255.3 """ L
’ € Use router H-_1 CP 1616
Address: B+ CP 1616 onboard
Comment: ress: I -3 CP 1623
Subnet: % HHI IE
[+ IE General
not netwarked Mew... []D CP PROFIBUS

. 200 HMI

Properties... | ----- [d sSPOsSA Appl
— = C et
ﬂ:l @ PC x5 ™ N e i il Appl

thy.)
WinCC Appl. Clent
WinCC dppl. Clent Ref.

Index Module Order number Firmware | MPIl addiess - el N b WinCC &ppl. Ref.
1 CP 1613 BGK1 161-34400 V7.1 | Carced | Hep | N | - WinCE CAS Appl
2 WinlZC Appl, - eI || i e WinCC CA5 Appl (St ]
L T I e e | T —— WinCC fexible BT

-2 User &pplication
=-[] SIMATIC PC Bazed Contral 3004400
-8 SIMATIC PC Station
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S eslzl Configuration Console L Communication Settings i ;3 e5 31 CP1613 & 5 MAC . ;5T sualins (s

File Language Help

b [ SIMATIC NET configuration

¥ @ Modules

¥ _H CP1613

ﬂ'f General
I
ﬂ'f Network parameters
ﬂ'[ TCF parameters
BY Time of day

COML S7

Version

57 test
SR test
Firmware trace
CP1613.1S0.1
CP1613.RFC1006.1
¥ @ CP1613(2)
ﬂ'f General
ﬂf Address
ﬂ" Network parameters
0¥ TCP parameters
ﬂ'f Time of day
COML 57

FEEEEKFIFC

u

x| Version

X ST test

%/ SRitest

% Firmware trace

B cP16131S02

W CP1613.RFC1006.2

P B Intel(R) Ethernet Connection 1217-LM

P 1l Intel(R) 1210 Gigabit Network Connection

<F<E N N N N N N N N N N N AN N N N N N N N N N N N J<J<§<

1 The properties of this module cannot be edited here because the module is in "Configured mode”. To be able to edit the properties of
s the module, you will need to change the made of the module to "PG mode" in the "General” tab.

Ethernet(MAC) address

Set: |2EI-8?-5E'|-1E-68-B‘3
Current: |20-87-56-16-68-B9

IP addresses

NDIS:
DHCP: [w|

IP address: | 169.254 120238

Subnet mask: | 255.255.0.0

Gateway: |

Industrial Ethernet:

IP address: [ 127.0.0.1

Subnet mask: | 255.0.0.0

Gateway: |

Cancel |
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¥ Siemens Communication Settings

Fle Language Help
P ) SIMATIC NET configuration
¥ @ Modules
¥ 1 CP1613
ﬂf General
ﬂ'f Address
ﬂ'[ Network parameters
ﬂi TCP parameters
0T Time of day
U comst
L3l Version
% S7test
% SR test
| Firmware trace
@ CP1613.1S0.1
M CP1613 RFC1006 1
¥ 1 CP1613(2)
ﬂ'f General
ﬂf Address
ﬂ" Network parameters
ﬂ'[ TCP parameters
ﬂ' Time of day
U comLs7
%! Version
ST test
SR test
Firmware trace
CP1613.1S0.2
CP1613.RFC1006.2

FdFFEFEF

>

00000 O0OCOCOOOOOLIOOOOOIOONONOINOINOINONINEAERH

Version

Aol e s, 6 s Firmware ol ot 4 S8 0505 I e 5 ol

Hardware version: | 201

Firmware version: |07 21

Driver version: |V 12.1.6.4516
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%‘% MetPro - [Redundant_Test (Metwork) -- C\Program Files (:86)\..\Redund~1]
Eﬁ'quhuork Edit Inset PLC View Options Window Help
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EE S 0 a@m$ L Bal |k?|
1
MPI(1)
MPI
Ethernet(1)
Industrial Ethernet
L : 4 L J
PROFIBUS(1)
PROFIBUS
PROFIBUS(2
PROFIBUS
SIMATIC H Station(1) I T
\_|l |CF‘LI :DF" :MF"I.I'DP CP :PN—IO CPU :DP :MF"I.I'DP CP :F‘N—IO |M 153—2? |M 153—2!
L ‘:I"”: - ‘:I"”: : 4431, m redundant M redundant
‘W E 'm 'm | 'm B = (L
2 2 2 2 5 § 4 4
| SIMATIC PC Station(1)
TF Wil
] | 1513 |Appl
=]
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055 o Bl |y b gy e SIS ol Al oy 530S e sl | S
MPI(1)

MPI =
. Inzert Mew Connection u

Ethernet(1)
Industrial Ethernet

— Connection Partner

PROFIBUS(1) 5 EI@ I the cunent project
PROFIBUS ; E% Redundant_Test
PROFIBUS(2 - SIMATIC H Station1)
PROFIBUS : - CPU 414-4 H/CPU 414-4 H(T)
T ; [Unzpecified)
: b Al broadcast stations
SIMATIC H Station(1) Al multicast stations
W E":UJ‘ EDP EMPIJDP e E‘P& oF iMFIﬂDF o EPN-IO m ”:gc'}l?:c;i;ﬂ m IIr\:Iec]uE:[;ght : | % In unknown projoct
m m ‘m ‘m m ‘m ] ] :
2 2 2 2 5 5 4 4 :
SIMATIC PC Station(1)
: |
= | ! . E(
. 5 Project: |Redundant_Test =
Station: |SIM.&TIC H Station(1]
todule: IEIF'U 414-4 H/CPU 414-4 H[1)
i : — Connection
al D Partner ID Partner Type Active connection | Subnet Tupe: 57 connection fault-tolerant
Insert New Connection Ctrl+N . . . .
W Display properties before inserting
Download selected connections

Show/Hide Columns 3

Optimize Column Width

H 0K I Apply Cancel Help

Display Columns...
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AEL o etiee HV”‘“‘“” o b oS

:@‘&&Ko‘ﬂhﬁgrbc&@oﬂja

=

—
Properties - fault-tolerant 57 connection

General I Status Information I

r— Local Connection End Point q:nnnectinn identification B
[T Configured dynamic connection Local 1D:
[T Corfigured at ane end L |S? connection_1
[¥ Esztablizh an active connection VFD Mame:
[T Send operating mode messages I‘l'lﬁn[I: Appl.
—Connection Path

08-00-06-01-00-22 Ethemet(1) PN-I0-1 (R1/55)

Local Partner
End Pkt SIMATIC PC Station (1) SIMATIC H Station{1)/
aint: WinCC Appl. CPU 414-4 H (R0/53)
e JcP 1613 [PN-O (RO/S5)
Local interface Address Subnet Partner interface Address
CP 1613 02-00-06-01-00-22  Ethemet(1) PN-I0 {RO/S5) 08-00-06-01-00-00

Address Details... |

Redundancy
[T Enable mas. CF redundancy [with 4 connection paths]

Carcel

Help




%Sds%wboﬁbb&&\fﬁjp))

Active connection | Subnet
Etherneti1} [IE] / Ethe...

Local ID Partner IO Partner Type
57 connection_1 1 SIMATIC H Station(1) / CPU £14-4H/ ...; 57 connection fault-tolerant Yes

3 4 34k H WMM:@!&SJK@Q@MBUJ

1| n
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Local IDv Partner ID Active connection

1 = T T T i R R onnection fauft-tolerant Mo
Inzert Mew Connection Ctrl+M
Delete Drel

Download selected connections

Show/Hide Columns

Optimize Column Width

Display Columns...

Connection Partner...

Object Properties...

Alt+R
Alt+Return
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b b6 ol s 18U oSl Station Configurator b , L s 45" Coul ods sboul 055 5 e 53 XAD W gy b b6 &K LB 5 35 PC oK) Slekes

3513 3505 XAD L6 (6,138 L 0Kt IMpOrt Station « ;8 L 5 sl pl s 53 2313 3555 CP1613 18" Sk b s cgr PC oK

Station Configura

Componernts | Diagnostics I Corfiguration Info I

Station:

SIEMENS-PC

Maode:

RUN_P

Index | Name

| Type

| Ring

|Statu5 | Run/Stop |Cor1r1 | -

o ! | ' | |}

m

L Import XDB file

]

?ﬁ"" . <« ProgramData » Si
O&n/L < Pogzmisa

Add...

New diagnostic entry amived!

Edi.. |

Delete...

RingON |

Station Name... |

Import Station ... I

Disable Station |

Organize »

w0 Favorites
4 Downloads

UE;
1= Recent Places

Bl Desktop

= Libraries
A SIEMEMS

Ll Computer
4 CD Drive
&5 DVD RW Drive
&, Local Disk (C:)
—w Local Disk (D:)
a Local Disk (E:)
—w Local Disk (F)
My 57-200 MNetw

J Simatic Shell
€l Network

File

Help |

New folder

Mame

emens » Automnation » Step? » 57Proj » Redund-1 » XDBs

Search XDBs P

¥ Date modified Type Size

|| pest 1.xdb

2/26/201911:03 AM  XDE File 2 KB

m

name:

pest_1xdb

> [rxdb ~|

o ) [ e |

B335 9059 pews y3 b1 oy

55
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Xdb L6 6,158 L 31 ae Station Configurator L.

Companents | Diagnostics |

Station:  NB10630D

|ndex | M ame |T_I,I|:ue |F|ing |Status -
1 WinCC Application WinCC Application
2 & crPig13 CF 1613
3
4
5
g
?‘ L
B
g
10
11
12
13
14
15
1E -

1| | >|
ae | Edit.. [ oeeE Firgon |

Station Mame. .. | Irmpart DB |

Help |
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oS o Bl S7 Protocol | 51,5 5 sbul bds 059 <SG WINCC Lass 55 aslsl s

File Edit View Tool

s Help

O | m o] %G EE) F

?

= g Fault_Tolerant_Ovweisifar
----- Computer

Add New Driver...
Find...

Properties

..... J_U Tag Logging

a Report Designer
o .

----- j s Olobal Script

Text Library

----- ==-"i Cross-Reference

----- g Redundancy
----- jjj User Archive

..... |‘:;| Harn

1« 3]

----- ii} User Administrator

----- ﬁ ¢ Load Online Changes

----- 9 Time synchrenization

----- ";L'_‘ Picture Tree Manager
L1 Lifebeat Meonitoring
-3, 08 Project Editor

MName
T‘?Internal tags

& Add new driver

==

£, Local Disk (C:)

Ol\..j | % Siemens » WinCC » hin » - |¢,| | Search hin 2 |
Organize - Mew folder =« @
‘¢ Favorites * Mame Date modified Type E
. Dorwmiioads __ SIMATIC 505 TCPIP.chn 11/23/201110:41 .. CHN File
| Recent Places || | SIMATIC S5 Ethenet Layer 4.CHN 11/23/201110:41 ... CHMN File
1 || SIMATIC 55 Profibus FDL.chn 11/23/201110:43 ..  CHN File
Ml Desktop || SIMATIC 55 Programmers Port AS511.CHN  11/23/201110:41 ..  CHN File
=5 Libraries || SIMATIC S5 Serial 3964R.CHN 11/23/201110:41 ... CHN File
B SIEMENS . SIMATIC 57 Protocol Suite.chn 11/23/201110:40 ...  CHM File
/8 Computer __| SIMATIC TI Ethernet Layer 4.CHN 11/23/201110:41 ... CHN File
&) CD Drive __| SIMATIC TI Serial.CHN 11/23/201110:41 ... CHN File =
< DVD RW Drive || Simotion.chn 11/23/201110:45 ..  CHN File
|| System Info.chn 11/23/201110:43 ..  CHN File [+

— localDick ma 7 4| m

| b

File name:  SIMATIC 57 Protocol Suite.chn

- [WinCCCommunication Diriver vl

[ Open

v | Conca |
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AL o NEPTO Lo 55 0is b (2SO Olen ol o) 555 (o a5

. — Connection Parameter - Named Connections E3
File Edit View Tools Help

O W | Koz |, EE) S 2 Connection |
=g Fault_Tolerant_Owveisifar Mame
..... [ Computer — 57 Network Address

=M Tag Management

-6 Internal tags Application name: IWinCC-AppIicalion _v_|
= Il SIMATIC 57 PROTOCOL SUITE
i W Industrial Ethernet Connection name:  |$7-Connection_]| =
(- W Industrial Ethernet (IT)
- 1 mpt
----- I
..... Il PROFIBUS Mew Driver Connection...
-1 PROFIBUS (I System Parameter
-1 Slot PLC =
- W Soft PLC
- I TCP/P Poste
----- E: Structure tag Properties

----- f{ Graphics Designer
----- ] Menus and toolbars Flease enter the name of a connection which is configured in STEP7.

..... A Alarm Logging For example: CPU3_Building#2
----- J_|_| Tag Legging
ﬁ Report Designer

0K Abbrechen Hilfe

Ol s oKy, suile e (S K e ol s oS o Sl LSS 1y 35 la ¢& Named Connection 4 sexs 5 aslsl s

Aib o5 pdy O IE General oles b gz LAN &5 by b opl o disl (o o 2w 53 55 SWITChOVET @
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SIMATIC PC station
CP1||CP2
1613 || 1613

..3}«53 JJ‘} CJ)&.W‘ 92 )2 CP1613 Q)K}b MLGAPC a&.w.i‘ DL CJL‘>- U‘i‘ DL

Fthernet(1)
ndustrial Ethernef

B (0 PC
1 CP 1613 -
2 CP 1613(1) i
3 WinCC Appl.
4
R =

|SIMATIC H Station(1) |SIMATIC PC Station(1)
% | CFU DF WFRIDF [CF PN JCPU TDF (MFIDE [CF FNAD CP |CP |WinCC
2 | 4144 | ' 4431 | 4144 ) 4431 | = |[1813 | 1812 |&ppl.
H , , , H , , ,
0 | | o | | B N
2 2 2 2

©
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Station Configuration Editor - [ONLINE] il
Camparents I Diagnusticsl Canfiguraticn Infu:ul
Staion:  DCCWINCC Mode: RUN_P

Index | Mame Twvpe Ring | Status | Fun/Stop | Caonn | -
1 [] WinCC Application  WinCC Appl. = &
2
3 I CcP1613 CP1B13 I
4 I CcP1613(M CP 1613 I
5
5
7
g
4
10
1
12 —
13
14
15
16
17
18
19
20
o hd

Add... Edit... Delete... Flash LEL
Station Name... Impart Station ... Disable Station

] Help |
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Properties - fault-tolerant 57 connection

The Fault-tolerant Automation System

General | Status Information

— Local Connection End Point

Connection identfication

[T Configured dynamic connection Local 1D:
[T Configured at one end IS? connection_1
¥ Eztablizh an active connection WFD Name:
[T Send operating mode messages I"l"lﬁr'll:[: Appl.
—Connection Path
Local Partner

End Foirt: SIMATIC PC Station{1)/ SIMATIC H Station{1)/

ot WinCC Appl. CPU 4144 H (R0O/53)

Interface: |cp 1613 ~| |pn-o (ROsSH) =l
Local interface | Address | Subnet | Fartrer inteface | Address |
CP 1613 08-00-06-01-00-22  Ethemet(1) PM-I0 {RO/S5) 08-00-06-01-00-00
CP 16131} 08-00-06-01-00-23  Ethemet(1) PM-I0-1 (R1/55) 08-00-06-01-00-11
CP 16131} 08-00-06-01-00-23  Ethemet({1) PM-I0 {RD/S5) 08-00-06-01-00-00
CP 1613 08-00-06-01-00-22  Ethemet(1) PM-I0-1 (R1/55) 08-00-06-01-00-11

Address Details...
Redundancy

[ Enable max. CP redundancy (with 4 connection paths)

Carcel_|_ i

oo H e CP 057 o, CP1613 S 6K s S Sl ol s s waﬂgcbu:iw%ﬂ;qﬁw\f@uu;w&m{ﬁ
salin |, H v;M:MCP < ,8 45 LCP1613 q,)lfpdﬁau3\?%‘Jwbtﬁﬁ;Ji.:,:.:,,@w:;\&;w;guwﬁ;goﬁgws&u

S
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SIMATIC H Station

SIMATIC H Station

A.Oveisifar

T
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The connection of operator panels - except Push Button Panels - to an H controller via a Y link is not released



Al o Repeater ;i estizal cH e 4 Jly Il sla 25 S S

¢ If you switch off Repeater 1, the internal terminator is not active. So you need an
active terminator.

Table 4-1
Components MLFB
Repeater 6ES7 972-0AA01-0XA0
Active terminator 6ES7 972-0DA00-0AA0

e The distributed /O must be connected in a separate network.

S7-400H

The Fault-tolerant Automation System

PG o Vi,
pae
o]

far

DF Subnet

ISl

Segment 1 (b}

Panel
Segment 1 (a)

A.Ove

Repeater A

Repeater B

Lectrurer

Seqgment 2 @
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If you enter data on one panel, it is available on both H CPUSs.

Supply power to just one repeater.
Power on/off options:

1 Manually via a switch
1 Automatically via the digital outputs

The power supply can be connected to the repeaters via
"changeover switches", for example. This means that only one
repeater is connected to the power supply at any one time. The
switchover can be made manually via a switch or automatically
upon CPU switchover via digital outputs. Since when the first
repeater is disconnected, the internal terminating resistor is not
effective, you need an active terminating resistor.

+24V

Segment 1 (a)

amre—

: L t|
.1 N
e d | :5:'2‘!

—"
= SIEMENS

ClEvg:)

Active
Profibus
Terminator

b e

— Segment 2

Segment 1 (b)
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NetPro settings in STEP 7

1. You set the same MPI/PROFIBUS address on both H CPUs.

2. You set the panel to "Networked: No"

il?-NetPro - [H_SYS (Network) -- C:\Program Files\...\Step7\s7proj\H_SYS]
®® Network Edit Insert PLC View Options Window Help

8§ S R il 8 TS BE !N

MPIEY
MPI

PROFIBUS(1
PROFIBUS

PROFIBUS(2)
PROFIBUS

[

SIMATIC H-Station(1)

0| (cPu 'DP 'MPIDPJCPU 'DP TMPIIDP
el (41740 el
H H

SIMATIC HMI Station(1)

WinCC HMIIE
flexib
le RT

L

2. 2 2 3
Properties - HMI MPI/DP
General | Assignment | Reserve LSAPs | Diagnostics |
Short Description: HMI MPI/DP

-

Fbslimg for any PROFIBUS module, S7 connections, DP master, P « |

ve, PG functions, routing. ... SIMATIC NET CD 7/2001 SP4

i7]

N
[~ Interac

Type: IPRDFIBUS 'l

1 Address: 1

[Networked Mo | Propetties... |

Comment:




The Fault-tolerant Automation System

:A.Oveisifar

Lectrurer

.M%@Q@CPU)JJ&LS‘J{VADP&)ﬁw)bT.éﬁJ)‘}&%‘)SJOJLJ Mbdﬂ"”glf‘:)‘ ”l~.-‘)_>

Figure 4-3

Parameters Area pointer

MP 370 12" Key
T o Interface

Station

IF1B v

HMI device

Type Baud rate
TTY ‘ 57500 B
RS232 —
R5477 Address ‘ 1|
) R5485 Access point ‘S?ONW
{®) Simatic [v] Only master on the bus

Network !

Profle | DP v Address 2

Highest station address (HSA) Expansion slot ’.3
ot v | Rek o

Nurmber of masters LJ I Cyclic operation

Then, regardless of the rack and slot, a connection is set up to the H CPU. The panel finds the H CPU through

the node address.

©
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Tl ol

Hardware used

«» Multi Panel MP370 10" Touch
< 2 x CPU 417-4H
«» For communication via Industrial Ethernet; 2 x CP443-1

Software used

+» WInCC flexible 2008 SP1
< STEP 7 V5.4 SP5

Jraze 8 s om0 e sline )3T IP &S b s MP L i 52 fuans EThernet o Lo o6 4 CP &) 55 0 8" ol o N STEP 7 15306 5 )

IP addresses in example =5 &
& CPU 1° 192.168.0.130 | |MF’2?T_T0uch |SIMATICHStati0ﬂ
0:0 CPU 2 1921680131 \flllg:igl: ll-.:FI'I?'DF Hhl IE m EIF?'-J4 EDF :MFI."IJF 542-1 EPN-ID 51F':rlfl4 EDF :MFI."DF' 54FG-1 EFN-ID
— & i " r H r i i
< MP: 192.168.0.3 m = ' H ‘W ' W '
1 2 2 2 3
Ethernet(1)
Industrial Ethernet i A A

e
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Ethernet(1)
Industrial Ethernet
L J L J ¥
-1
|SIMATIC H Station(1) IMP277_Touch
% | CPU DF MPIDP [P PH-IOJCPU DF MFIDF [CP FN-ID IF1B HMI IE
= | 4144 | : 4431 4144 | : 4431 i MPIiDP
H : . . H . . :
1 I | | ) | = (1]
2 2 2 2 1
1 | 1]
Local IDv Partner ICv Partner Type Active connection | Subnet
57 connection_1 1 SIMATIC H Station1)/ CPU 414-4 H 57 connection Yes Ethernet(1} [IE]
57 connection_2 2 SIMATIC H Stationd 1)/ CPU 414-4 H(1) 57 connection Yes Ethernet(1} [IE]

— S7 connection_1 > CPU417-4 H to "WInCC flexible RT"
— S7 connection_2 - CPU417-4 H(1) to "WInCC flexible RT"




oS bl gl pbl SO 4w - WInCC Flexible il o5 03

Three connections have been created.
> PLC 1

> PLC 2

» PLC _Changer 12

545 sbw| Ethernet «i L ¢ PLC S7-300,400

EEmEe———————————————————————CC¢

SONNEGCTHONS

The Fault-tolerant Automation System
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~v|cPuazanpCl v |Pno ~on ~

ETa Lon ~|smmariC 57 3007400 | iRedundant_2_Ethernst|SIMATIC H Station

=rcz on SIMATIC 57 300/400 {Redundant_2_Ethernet|SIMATIC H Station CPU417-4 HPLCZ PN-IO-1 on

= PLC_Changer_12 on SIMATIC 57 300/400 on
<

Parameters ~rezpointer

MP 277 10" Touch Skation
Interface
- o]

PLC device

HMI device

Type Address

Address
2 Ip 192, 168,
ISO € | |¢
The address can onky be configured at xpansion s
the device Rack
Access point _S?OI\I.II\E . & Cyclic aperation




g 05 o 02lanel FBO23 57 5l sl o H s ;s MaSEET 01 & CPU pliS™ oS5 jasets g alsl o
hd
7
P
2 ST mivle:
c
(o] Comment :
=
]
£
.8 DB20
-
< FB523
g Status H-System
c "H STATUS"
© EN ENO
9
o) . —{MSG_LOCK RO MSTR—DB1.DBX4.0
hd
1
> DW#1l6#1 —MSG_EVID R1 MSTR|-DB1.DBX5.0
-
i . —{aux_o01 RO_RUN|— . ..
)
= . —RUX 02 R1 RUN|-...
=
ERR[— . ..
ALARM BP
- STATUS|-. ..
C
=
2

A.Ove

.>,|>>R,HW,sMasteru@xoL(mg}éJia,um@:w,sT&@,ﬁ,ab}s

i)

Lectrurer
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sl 1y 55 ¢ PLC 1 ae games 5 s oS e o] PLC_2 , PLC_1 (s b L Folder 4> Tag cw.s ,» WINCC Flexible i3 SIBE

[] Screen_1 .S' Connections § -=PLC_1
Dis... [CONNEC...
= Status_Connection.PLC_1_Master PLC_1 _Byte _ <Undefined= DBE1DBE4 1 1s 1
| < |
m General
P Properties
®m Addressing Limits Check limit Create alarm
W Limits
123
B Linear Scaling Upper | 0 ] J
® Base Values | E |
B Comment
m Multiplexing IJX-
® Logging v
B Logging Limits |ﬁ
p Events

=S

=5 52 3 PLC_2 e yamn 5 ;5 DBLDBBS5 15T o 5 o, (PLC_1 wl.

(1)
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oS o 20l UPPEI Slaie 0l e 41,0 b 1t S A Limit cas s

B General
P Properties

® Addressing

W Lirmits

m Linear Scaling
Base Yalues
Conmmmenk
Mulkiplexing
Logaging

B Logging Lirits
P Events

Limits Check limit Create alarm
Upper 123 |o ]
X
X
Lower 0] | X

.))“3 ‘) J)‘ CPU QL}JJA MPI

Sz 0T 5 Sl oyl 5 655 05led 0T oo sl Change Connection -:6 5 » Event s s

S

® General
} Properties
P Everts
®m Change value

L gHioh imit

| Low limit

(x[+[+] [Z]E]

1 Bl ChangeConnection

Connection PLC Changer 12
Address 2
Slot 3
Rack, o
2 <No function
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Aol o s 3 S s 3 S Wss e wle PLC Changer-12 255



The Fault-tolerant Automation System

Lectrurer

S7-400H 55 W 1/O 31 oalizul

A.Oveisifar

Redundant Profibus

Redundant IM

Redundant Controller

Sensor/control
| element

L
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S7-400H 35 & 1/O 3l sataw!

35 ol il glo sy 4 il o H e 4 1O Jlast s 8 o581 5 (sl Eomy 3 87 il

Configuration Availability
Single-channel one-sided normal
Single-channel switched enhanced
System redundant enhanced
Dual-channel redundant high

Single-channel, one-sided

ES 5ol &S y3 Al g e ba Jg5le . Lsd o a5 w)sT SUDSYSIEM -l v 5 g5 5 )15 5 5 5 SUDSYStEM ¢ s s 11O sla Js3l Il ol 5s

e Central and expansion devices A y3 ai REMOtE 1/O o&ans) 53 | 4 5
e Distributed I/O devices at the PROFIBUS DP interface
e Distributed I/O devices at the PROFINET interface

single-channel, one-sided 1/O
- module in central controller

Sl 0 Vb L B 10 4w yiwd Sl ol 5

single channel, one-sided central
- I/O device, e.g. ET 200B

[I] | I

| !

(5
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0L 4 JUsl Sllas (85355 (oo Jite p g3 0ijls 5 4 &Sl 51 ) g0 40 5 0l 0kl - SUDSYSIEM & Lo 5 s 0T (Redundant e s Sl o1 )
o b Ll ok Juaze Master sls Jssle 4 b 1/O & s e S ol s kil (o e s 53 CPU 3 a sl so s I/0 (Redundant . s <,
S L lO Gl sy opl e bl o oz 53 0 bl odd Juaze 0T 4 <8 CPU Oles 61 5 W 1/O Standalone .. s Standby o505, sl U550

3,8 s 15 eslimal 5y ge 2l o YU Coile (510

In redundant system mode, the data read from one-sided components (such as digital inputs) is transferred
automatically to the second subsystem.

When the transfer is completed, the data read from the single-channel one-sided I/O is available on both
subsystems and can be evaluated in their identical user programs. For data processing in the redundant
system mode, it is therefore irrelevant whether the I/O is connected to the master or to the standby CPU.

In standalone mode, access to one-sided I/O assigned to the partner subsystem is not possible. This must
be considered as follows when programming: Assign functions to the single-channel one-sided 1I/O that can
only be executed conditionally. This ensures that specific I/O access functions are only called in redundant

system mode and when the relevant subsystem is in standalone mode.

(i)
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Failure of the single-channel one-sided I/O

The fault-tolerant system with single-channel one-sided 1/O responds to errors just like a standard S7-400
system.

e The I/O is no longer available after it falils.
e If the subsystem to which the I/O is connected fails, the entire process I/O of this subsystem is no longer
available.

e
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Single-channel switched 1/0O

s> Master oujls , sl e /0 sl Solo s Redundantas js Js s o esls jolazs| JUS ¢S5 Olomar 9,5 L (63955 o gl Sl ol o
g oo s ACIVE BUS B 055 1l L Remote 1/O s, » sy cpl 53 /O la Jssle caisl oo o s
In the single-channel switched configuration, the input/output modules are present singly (single-channel).

In redundant mode, these can addressed by both subsystems.
In standalone mode, the master subsystem can always address all switched I/Os (in contrast to one-sided 1/O).

Rack 0 | Rack 1

S7-400H automation system

ODpe=
—
—

Du=
[E—
—
[ e—

1] o g
' I / ! ] ET 200M Distributed /O
I ] TN

allll
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Redundant module pair

Central device . Central device |
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Expansion unit Expansion unit
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Redundant module pair

Do

|

Figure 13-5 Redundant /O in the switched DP slave

N
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Ah (Bre S gla ) a

Controller
CPU 41x-5H

Periphery
ET 200M

High 4

Low

H-CPU in single mode
with single-sided
1/0 connection

PROFIBUS or PROFINET

Redundant H-CPUs Redundant H-CPUs
with single-sided with system redundant
1/0 connection I1/0 connection

PROFIBUS

Ava“ab“ity Fault tolerance

PROFIBUS

Redundant H-CPUs
with switched
I/0 connection

Availability

v
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Distributed switched
1/0 modules

e T

<

L1

Redundant Communication >

Redundant Controller

Sensor/control
element

Redundant Profibus

Redundant IM
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Library V5.x | Library V4.x | Library V3.x | Module Order number
Central: Redundant DI dual-channel
X X DI 16xDC 24V interrupt BES7 421-7BHOx-0ABO
Use with non-redundant encoder
¢ This module supports the "wire break” diagnostic function. To implement this
function, make sure that a total current between 2.4 mA and 4.9 mA flows
even at signal state "0" when you use an encoder that is evaluated at two
inputs in parallel.
You achieve this by connecting a resistor across the encoder. Its value
depends on the type of switch and usually ranges between 6800 and 8200
ohms for contacts.
For BEROS, calculate the resistance based on this formula:
(30 V/(4.9 mA-1_R_Bero) <R < (20 V/(2.4 mA - |_R_Bero)
X X DI 32xDC 24V B6ES7 421-1BLOx-0AAQD
X X DI 32xUC 120V 6ES7 421-1ELOO-0AAQ

Redundant « L6 L S7-400 5 Jbows 54,5 b Joj5be

e
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Distributed: Redundant DI dual-channel
X X DI16xDC 24 V, interrupt 6ES7 321-7BHO0-0ABO
X X X DI16xDC 24 V 6ES7 321-7BH01-0ABO

In the event of an error on one channel, the entire group (2 channels) is
passivated. When using the module with HF index, only the faulty channel is
passivated in the event of a channel error.

Use with non-redundant encoder

¢ This module supports the "wire break” diagnostic function. To implement this
function, make sure that a total current between 2.4 mA and 4.9 mA flows
even at signal state "0" when you use an encoder that is evaluated at two
inputs in parallel.

You achieve this by connecting a resistor across the encoder. Its value
depends on the type of switch and usually ranges between 6800 and 8200
ohms for contacts.

The Fault-tolerant Automation System

For BEROS, calculate the resistance based on this formula:
(30 V/(4.9mA-1_R Bero) <R <(20V/(2.4 mA -1_R Bero)

X X DI16xDC 24 V B6ES7 321-1BHO02-0AA0D

In some system states, it is possible that an incorrect value of the first module is
read in briefly when the front connector of the second module is removed. This is
prevented by using series diodes like those shown in figure F.1.

X X DI32xDC 24 V B6ES7 321-1BLO0-0AAQ

In some system states, it is possible that an incorrect value of the first module is
read in briefly when the front connector of the second module is removed. This is
prevented by using series diodes like those shown in figure F.2.
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Library VV5.x | Library V4 x | Library V3.x | Module Order number
X X DI 8xAC 120/230V 6ES7 321-1FF01-0AA0Q
X X DI 4xNamur [EEX ib] 6ES7 321-7RD00-0ABO

You cannot use the module for applications in hazardous areas in redundant

mode.

Use with non-redundant encoder

¢ You can only connect 2-wire NAMUR encoders or contact makers.

¢ Equipotential bonding of the encoder circuit should always be at one point
only (preferably encoder negative).

* When selecting encoders, compare their properties with the specified input
characteristics. Remember that this function must always be available,
regardless of whether you are using one or two inputs. Example of valid
values for NAMUR encoders: for "0" current > 0.2 mA; for "1" current > 4.2
mA.

X X DI 16xNamur 6ES7321-7THO0-0ABO

Use with non-redundant encoder

¢ Equipotential bonding of the encoder circuit should always be at one point
only (preferably encoder negative).

¢ Operate the two redundant modules on a common load power supply.

¢ When selecting encoders, compare their properties with the specified input
characteristics. Remember that this function must always be available,
regardless of whether you are using one or two inputs. Example of valid
values for NAMUR encoders: for "0" current > 0.7 mA; for "1" current > 4.2
mA.

X X DI 24xDC 24 V ‘ 6ES7326-1BK00-0AB0O

F module in standard mode

X X DI 8xNAMUR [EEX ib] ‘ 6ES7326-1RF00-0ABO

F module in standard mode

(5
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Slot

DP address

Properties - DI16xDC24V, Interrupt - (R-/54)

a2l | Addresses | Inputs | Time-of-Day Slampl Redundancy

j Redundant module: Find ...
Redundant DI \ ; G
4 3
" D16:DC24Y, Alam 213 4 E 7
Time discrepancy in ms —__
A rameters
- . Parameter | Value
Response time following - T — .
discrepa ncy %um_b Use last valid value
Possible options:
AND gate
OR gate oK Cancel Help

Use last valid value
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ols Cow Oloj 035 0313 Ladeis 235 1 ash o ad g Pl olod Ko g8 )T 55 jldie ol eigd o3y Laseis 0L Silbill ) 39,8 I » S
L st PH clas s DisCrepancy Lasis i ks jlaie op 2T K3 Sole w b op sbide 0l ool Jsb 55 358 o0 ¢34 Discrepancy b= i,
S e Ol 8! 5 oy 353 o 1SS e DL 4 DISCTEPANCY 0l sl b Lpd ol b I JUSS 457 Slaj 6 amg y pl o398 oo b5 5 oy T
s o &, Discrepancy sl s

"Redundant I/O: discrepancy time at digital input expired, error not vet localized".

Note
The time that the system actually needs to determine a discrepancy depends on various factors: Bus delay
times, cycle and call times in the user program, conversion times, etc. Redundant input signals can

therefore be different for a longer period than the configured discrepancy time.

©
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Possible options:
0 AND gate
O OR gate
O Use last valid value

Use last valid value: The most recent matching value is written to the process image of the module with the lower

address.

SIS Sy HEpy P S Discrepancy slas osls &5 3l

Properties - DI16xDC24V, Interrupt - (R-/54)

25|

General I Addresses I Inputs I Time-of -Day Stamp  Redundancy

— Redundancy General Settings

Uze lagt valid value

Redundancy: Iz madules ;I Redundart Module: Find ...
Maodule Overview:
Module | DP R |5 |1Address | Qaddress |
DI&EDC24Y, Intemupt 1( 6 4 0. 1
DI&EDC24Y, Intemupt 17 4 2. 3
— Additional Parameters
Parameter W alue
=45 Parameter
[£] Time discrepancy (ms) 10
[£] Reaction after the discrepanc... |Use last valid value ;I
AMD zignals
R zignalz

Cancel

Help

¥ ugg,lg’ Qo)éT b Jgjl& PII 40 oui m,; ylake ugyT 3 ookt U
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Link signals with AND: The two read values are linked with AND for each module pair and written to the process

image of the module with the lower address.

ool 3T b J93k PIT (slad 35 0T -yidg5 9 68959 JUSamw 95 oy AND Gl 31 odliiw! O

Link signals with OR: The read values are linked with OR for each module pair and written to the process image of
the module with the lower address.

5ol T b a3k PIT (lid 58 o5 yiiigh § (59919 JUSaw 83 oy OR Glane 3f odlaw! O
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Connection with external diodes Connection without external diodes

Xg W/

s /

3 g5 05liul ) Olaseiin b 5lo suS (6a5 903 51015 oo ¢ o835 Ob o o g sloul 5 (6,8 g 5 i Cbli> Cgar

Suitable diodes are diodes with U.>=200 V and I »>=1 A (e.g. types from the series 1N4003 ... 1N4007).

©
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Table 13-4 Interconnecting digital output modules with/without diodes

Module

with diodes

without diodes

6ES7 422-7BL0O0-0ABO

X

6ES7 422-1FHO0-0AADQ

6ES7 326-2BF01-0ABO

X
X

6ES7 322-1BLO0-0AAQ

6ES7 322-1BF01-0AAQ

6ES7 322-8BF00-0ABO

XX [ XX

6ES7 322-1FF01-0AAD

6ES7 322-8BHO1-0ABO

6ES7 322-8BH10-0ABO

KX | >X X

6ES7 322-5RD00-0ABO

<

6ES7 322-5SD00-0ABO

o

e
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Central: Redundant DO dual-channel

X X DO 32xDC 24V/0.5A 6ES7422-7BL0O0-0ABO
A clear evaluation of the diagnostics information "P short-circuit", "M short-
circuit" and wire break is not possible. Deselect these individually in your
configuration.
The minimum /O retention time remains ineffective in the case of a plant change
during operation. As a result, no bumpless switchover of this module is possible,
with configured module redundancy, for example. There is always a gap of 3 to
50 ms.

X X DO 16xAC 120/230V/2A 6ES7422-1FHO0-0AAQ

ET200M.5505 1) 455331 &y oo @0 o5lizul ClblB aS7 ola & yl8

Distributed: Redundant DO dual-channel

X X DO8xDC 24 V/0.5 A 6ES7322-8BF00-0ABO
A definite evaluation of the diagnostics information "P short-circuit" and "wire
break” is not possible. Deselect these individually in your configuration.

X X DO8xDC 24 V/2 A 6ES7322-1BF01-0AAD

X X DO32xDC 24 V/I0.5 A 6ES7322-1BLO0-0AAQD

X X DO8xAC 120/230 V/2 A 6ES7322-1FF01-0AAQ

e
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Library V3.x | Library V4 .x | Library V3.x | Module Order number

X X DO 4x24 V/10 mA [EEx ib] 6ES7322-5SD00-0AB0
You cannot use the module for applications in hazardous areas in redundant
mode.

X X DO 4x24 V/10 mA [EEx ib] 6ES7322-5RD00-0AB0O
You cannot use the module for applications in hazardous areas in redundant
mode.

X X X DO 16xDC 24 V/I0.5 A 6ES7322-8BH01-0ABO
» The equipotential bonding of the load circuit should always take place from

one point only (preferably load minus).
* Diagnostics of the channels is not possible.

X X X DO 16xDC 24 V/I0.5 A 6ES7322-8BH10-0ABO
e The equipotential bonding of the load circuit should always take place from

one point only (preferably load minus).

X X X DO 10xDC 24 V/2 A, product version 3 or higher 6ES7326-2BF01-0ABO

F module in standard mode
The inputs and outputs must have the same address.

©
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——
Properties - DO16xDC24V/0,5A - (R-/56)

|| General | Addresses | Identfication | Outputs Redundancy

l — Redundancy General Settings

Fedundancy: Iz modules j Redundart Madule: Find ...

Madule Overview:

Module | DP IR |s |1Address | Qaddress |
Master I/O [ DO16<DC24V/0 5A 17 [ 2. 3

DO16«DC24V/ 0,54

Actuator

Both Outputs are set

. | — Additional Parameters

Redundant I/O

The Fault-tolerant Automation System
Redundant Profibus

|
|
|
|
- |
:'I‘_E I OK I Default Cancel Help
wn
()
>
)
<

Lectrurer
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ET200M g S7-400 35 4981 Cubsld b < oIT (59939 S J95k

Al 16x16Bit 6ES7431-7TQHO00-0ABO
AI8x12Bit 6ES7331-7KF02-0AB0
Al 8x16Bit 6ES7 331-7NF00-0ABO
Al 8x16Bit 6ES7 331-7NF10-0ABO
AT 6xTC 16Bit 6ES7331-7PE10-0AB0O 6ES7331-7PE10-0ABO

Al 4x15Bit [EEx ib] 6ES7331-7RD00-0ABO
Al 6x13Bit 6ES7 336-1HE00-0ABO

Al 8x0/4...20mA HART 6ES7 331-7TF01-0ABO

(&)
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With voltage sensor

Al-U

Al-U

©

With current sensor

With current sensor

Al-| Al-| Al-U

Al-U

<<

R

(T
|
oy

4-wire transducers only

With 2 sensors

Al

Al

A.Oveisifar

Redundant Profibus

Cd

Master I/O

The CPU reads both inputs. The correct value is selected
: and processed automatically

Redundant I/O
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Properties - Al8x12Bit - (R-/57)

(e

General | Addresses | Inputs  Redundancy |

— Redundancy General Settings

Redundancy .

Module Overview:

Redundant Module: Find ...

Module | oP

R [s |1Address | @ address

A)%12Bit 17
481 2Bit 1( 6)

7 528 .. B3
7 2. 527

— Additional Parameters

FParameter

| Walue

Sl P
[£] Tolerance window (3 end va...
[Z] Time discrepancy (ms)

[£] Value applied

5

0

Lower value

Cancel |

Help

Two analog values are the same when they within the tolerance window.

Tolerance window (configured as a percent of the end value of the measuring range)

Do 0 0018 yauskid las (D il (0 Mo 30 D yguo 4 AT Hlade w3 i UK 98 SN 1 U

e
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Discrepancy time (maximum allowed time in which the redundant input signal can be outside the tolerance window).
The set discrepancy time must be a multiple of the update time of the process image and therefore also of the basic
conversion time of the channels.

31 ow .l Tolerance Window 53 ouds cpusi doyd 31 il Wilgi oo BT (63538 S UK 457 Can! Sboj pos 35k O
AR 0 i Discrepancy sbas (b cp! Qb (S g

Applied value

The applied value is the value from the two analog input values that is entered into the user program

Additional Parameters

Pararmeter Walue

-5 Parameter
[Z] Tolerance window (% end va... |10
[E] Time discrepancy (ms) 0
[£] Value applied |L|:uwer value ﬂ

Higher value

JUw Wilgi 0 5l oyl .Dg03 s DiSCrepancy (sllas a1 ¢ 3 L 1) 4 4 oo Jhoe! Hlnie Olgi (oo 43 5 o tawgi O
VIR G N RN
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Remember the following when connecting an encoder to multiple analog input modules:
e Connect the analog input modules in parallel for voltage sensors (left in figure).

e You can convert a current into voltage using an external load to be able to use voltage
analog input modules connected in parallel

e 2-wire transmitters are powered externally to allow you to repair the module online.

(&)



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

AO4x12 Bit 6ES7332-5HDO01-0ABO
AO8x12 Bit 6ES7332-5HF00-0ABO
AO4x0/4..20 mA [EEx 1b]  6ES7332-5RD00-0ABO0

AO 8x0/4...20mA HART 6ES7 332-8TF01-0ABO

ET200M g S7-400 33 49381 bl b < aI6T 29,5 b Jo35k

Master I/O

Both Outputs are set

N Actuaton

Redundant 1/O

Redundant Profibus

Actuator
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Each Output outputs half the value. When one of the modules fails, the output that is still intact provides the
full value

The output value is divided by 2, and each of the two modules outputs half. If one of the modules fails, the
failure is detected and the remaining module outputs the full value. As a result, the surge at the output module
in the event of an error is not as high.

.aﬁ@asLé.:M!u\iﬁjajﬁg-jfuwﬂckdf)ﬁﬂgud@g\ﬁ
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FC 450 "RED_INIT": Initialization function

FC 451 "RED_DEPA": Initiate depassivation

FB 450 "RED_IN": Function block for reading redundant inputs

FB 451 "RED_OUT": Function block for controlling redundant outputs

FB 452 "RED_DIAG": Function block for diagnostics of redundant I/O

FB 453 "RED_STATUS": Function block for redundancy status information

-- Counter o
{88 DB call
@ Jurmps
@ Integer function
-- Floating-peint fct.
-- Move
{E Program control
[z Shift/Rotate
-- Status bits
@ Timers
@ Word logic
-2 FB blocks
EHER FC blocks
m-ER SFB blocks
E-{E8 SFC blocks
..... Jill Multiple instances
2 Libraries
- ST F Systems Lib V1_3
i@ stdlibs
@ Standard Library
-4 Redundant 10 CGP V40
=] Red 10
¢ FB450 RED_IM RED_IO
-4F FB451 RED_OUT RED_IO_1
-+ FB452 RED_DIAG RED_IO1
-{F FB453 RED_STATUS RED_IO_1
-4k FC450 RED_IMIT RED_IO1
-4 FC451 RED_DEPA RED_IO_1

-4 Redundant IO MGP V32
@

m




The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

FC450 w5 gl

g oo oslizl StArtUP sla <S4k 55 1/0 Redundancy ! 5, cg

FC 450 "RED _INIT" is used to initialize 1/O redundancy during startup of a fault-tolerant system.

FBA450 w5 gl

355 0 o3lizal 1/O Redundancy s Ji&Kew okl s g
FB 450 must be called in one of the following OBs:
» OB1 "Cyclical Program"
» OB 30 to OB 38 "Watchdog OB™

FB 450 reads the signals of the redundant input I/0 (DI, Al) that are assigned to the process image partition of the
priority class of the invoking OB. SZL 0x25 is used to determine which OB is assigned to which process image
partition. The redundant module pairs always have to be assigned to the same process image partition.

FB 450 performs a discrepancy analysis of the redundant input 1/O and saves a valid value at the lower address of the
process image of the inputs (PII). You may only access this in your user program. The PI1I of the higher module is not

relevant. @
©
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Reading digital inputs (each input bit corresponds to a channel)

First, the input signals of the paired redundant modules are checked. The two values are check to see if they match. If
the values match the uniform valve is saved in the appropriate working DB for use as the old value and the discrepancy
time is set to 0. The processing for a module pair ends at this point. The input signals of the other module pairs are read

and processed accordingly.

When a discrepancy occurs the system time is read and saved for each discrepant channel. In addition, the result of the
discrepancy analysis is saved for further analysis and localization. If is the first

discrepancy, it is marked and then the permitted discrepancy time is checked. If the discrepancy time has not yet
expired the most recently save result of the discrepancy analysis representing the last matching (non-discrepant) value
IS written to the process image of the module with the lower address. This procedure is repeated until the values once
again match within the discrepancy time or until the discrepancy time of a channel has expired and a signal transition

has occurred.

@
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Reading analog inputs (each input corresponds to a channel)

First the two values of the analog input channels are read and checked to see if they are within the allowed discrepancy
window. If both values are within this range a uniform value, which has been set in the hardware configuration
(min/max), is formed and written to the lower memory area of the input's process image. Following this, the uniform
value of the channel is saved in the appropriate DB. The discrepancy time is reset.

If there is a discrepancy and it is the first discrepancy, it is marked and the system time is read, in other words, the
discrepancy time is started.

While the discrepancy is active, the configured uniform value (min/max) is written to the process image of the channel
with the lower address and is available for the process, If the discrepancy time has elapsed, the channel with the
configured uniform value is declared as valid and the other channel is passivated. If the maximum value of the two
channels was set, this value is taken for further program execution and the channel with the minimum value is
passivated. If the minimum value is configured, this value is taken for further program execution and the channel with
the maximum value is passivated. In either case, the passivated channel is entered in the diagnostic buffer.

The discrepancy analysis is only performed when both channels are actively participating in the process. If one of the
channels in a redundant pair is passivated, the value of the remaining available channel is used and written to the low
address in the process image.

For discrepancy analysis, the current values of both channels and the values of the last read must be available. These
values are stored for each channel in the work data block DB RED _WORK |.

If the last available channel of one of the modules of a module pair is passivated, the module is also marked as
passivated and vice versa. If one of the passivated channels of a module are depassivated again, the associated module is

marked as depassivated
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FB 451 "RED_OUT" is used to output redundant I/O signals.

FB 451 must be called in one of the following OBs:
» OBI "Cyclical Program"

» OB 30 to OB 38 "Watchdog OB"

FB 451 outputs the redundant I/O signals that are assigned to the process image partition of the priority class of the
invoking OB. SZL 0x25 is used to determine which OB is assigned to which process image partition. The modules of a
redundant module pair must always be assigned to the same process image partition.

Integrating FB 450 "RED_IN"

v
CPU-Operating
System Update Part-Pll
FB 450 "RED_IN®
0B 82
oB1/ User program 0B85
OB 3x
FB 451 *RED_OUT"
%Sg;%pera“ng Output Part-PIO

(=)
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FB 451 "RED_OUT" is used to output redundant I/O signals.

FB 451 must be called in one of the following OBs:
» OBI "Cyclical Program"

» OB 30 to OB 38 "Watchdog OB"

FB 451 outputs the redundant I/O signals that are assigned to the process image partition of the priority class of the
invoking OB. SZL 0x25 is used to determine which OB is assigned to which process image partition. The modules of a
redundant module pair must always be assigned to the same process image partition.

Integrating FB 450 "RED_IN"

v
CPU-Operating
System Update Part-Pll
FB 450 "RED_IN®
0B 82
oB1/ User program 0B85
OB 3x
FB 451 *RED_OUT"
%Sg;%pera“ng Output Part-PIO

e
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Outputting digital output signals

FB 451 evaluates the information in the available working DBs and copies the values of the modules with the lower
addresses to the modules with the higher addresses in the redundant module pairs. After copying to the higher
addresses the values from the system are output. This is performed either through the process image at the end of the
OBL1 or through a process image partition at the end of a watchdog OB. For redundant digital outputs no check is made

If the module has been passivated.

This is not necessary because FB RED_OUT only copies the values from the lower address to the higher address in the
process image.

Note:

An additional circuit is needed for digital output modules with DC outputs to decouple the redundant outputs from each
other. The decoupling can be achieve with a simple diode circuit. When using fail-safe digital output modules in
standard mode you can use the internal serial diodes for the decoupling. No additional diode for redundant control of
an actuator is required for these modules. The outputs of digital output modules with DC outputs must be connected to

@

the same phase.
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Analog Outputs:

Only analog output module with current outputs can be operated redundantly
(0...20 mA, 4...20 mA).
The value to be output is halved and half of the valve is output from each of the two channels or modules. If channel or
module failure is detected, this is recognized and the remaining channel or module then outputs the entire value. The
current trigger to the output channel or output module is therefore not very high when a failure occurs. If one redundant
output channel of a redundant output module fails, the output value decreases by half for a brief period and is elevated to
the correct value once the program reacts. The full value available in the interrupt OB is then output to the remaining
module.
Redundant analog outputs output a minimum current of approximately 120 pA per channel (i.e., a total of approx. 240
HA) in order to always output a positive valve within the tolerance. The output values mentioned above (120 pA per
channel) are also obtained when a substitute value of 0 mA is configured. In redundant mode the configuration of the
current outputs is always set automatically to "no current or voltage". All channels that are not operated redundantly and
for which the substitute values are configured, automatically receive the same setting.
A setting of 4...20 mA has the affect that the module in a redundant configuration is assigned the parameter 0...20 mA
and FB 451 converts the 4...20 mA process value to 0...20 mA.
When one of the channels is passivated the full value is output on the other channel. The minimum value of 120pA is
output on the passivated channel.
When both channels or modules are passivated (for example by OB 85), half of the current value is still output to each of
the memory locations in the process image of the outputs. If a module or channel is passivated, the full value is output to
the module or channel which is once again available. If this is undesired, a substitute value always needs to be written to
the lowest channel of the two modules before FB 451 "RED_QOUT" is executed.

o
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FB452 u5by
Db Sl p 5 sl Sl j Wil e ¢S ob plags s eslizl I/O Redundancy slalbes aseis S
OB 72 CPU redundancy error (only in H systems)
OB 82 Diagnostic interrupt

OB 83 Remove/insert interrupt

DN N NN

OB 85 Program sequence error

FB453 <" sl

355 g oslizal 1/O ReAUNDANCY couns s 5 Soliyl 8 ol s S S 5b ol
v' « OB 1 "Cyclic program" (Fault-tolerant systems only)

v' « OB 30 to OB 38 "Cyclic interrupt"

The valid values that can be processed by the user program are always located at the lower address of
both redundant modules. This means that only the lower address can be used for the application; the

values of the higher address are not relevant for the application @
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Marshalled Termination Assemblies (MTA)

S7-400H
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2 connections for
redundant construction

Screwing terminals
for direct connection
to field devices

Preassembled cable with SUB-D
connector for connection to SIEMENS
PCS 7 MTA
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Redundant Al module AS: Cycle e.g. OB35
- i
23,5°C)
@47. Al - EW512 | > Process image
I | EW512 partition update of | _
| ! EW560 inputs,
(T A:EWSs60 — ‘
23,4°Cl
————————— N Y @-Charts
[ RED_IN |
mbol table
S_y a | RED_STATUS |
[T========7~ I
|, TH11" =Ews12 | 100ms
| I 711" ||| OR M6 C | cycle ’
| QCTRL*:=AW512 | -
l —————————— l : A
CH_AI 234°C
CH_AO 100%
Redundant AO f .
module . @-Charts
_ - LQCTRL1" ||| RED_OUT |
[T H Y L]
I AO - AW512 : 50% < Process image |
100% I AW512 partition update of | |
I AW544 outputs
[ AO:AWS44 | -

50% “
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Properties - AI8x12Bit - (R-/54)

General | Addresses | Inputs Redundancy |

— Redundancy General Settings
Bedundancy: |2 modules :] Redundant Module: Fnd ..
Module Overvi None
Modue DP [R[S [lAddess | Qaddess |
AlBx12B# 1(3) 4 512... 527
AlSx12B# 1(4) 4 528 ... 543
=
=] Time discrepancy (ms) 0
E] value applied Lower value
o] Cancel |  Hep
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b Sl b a3l sl 35,5 0l gl FBAS0 ¢S5k sl o « OB35 L OB1 574k 5INetwork -Js0 s .5 55

Comment :
OB1
FBA450
"RED IN"
EN ENO
RETURN
VAL ...
EXT INFOI—...
Network 2 : Title:
Comment :
FC105
Scaling Values
"SCALE"™
EN ENO
IWS12 HIN EET VAL —MW1
3.500000e+ MD4
002 4qHI_LIM "Temperatu
OUT—re"
0.000000e+
000 —HLO_LIM
MO. O MO.0
|| |/ BIPOLAR
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Network 3 : Title:

Wyl gl s 5w Ol Jluyl Cg FBAOL ¢S4l 55 asl  slgl s .

338 roslimal > 5 I 05 5" Unsacle g FC106 S ok i aalsl s

RC PR PRA

W3k vf el s Aoy s a1l b Jle ol s
ol sl ool b gy FYL s Hlir a5 Dle

M\;Lspbj.>350 UO&:{LAJLQAJJJJ&‘.JS@J;A{
Wy AOD Jsil 53 p bus AT (o5 IS
4 S cla Jgsle 51 S o last sl Sy g 3 2358 o

25 o0 5ol Gdn oSl Lo 5 JolS b

Comment :
FCl106
Unscaling Values
"UNSCALE"
EN ENO
MD4
"Temperatu
re™ qIN RET VAL —MW10
0.000000e+ OUT —QW512
000 4HI_TLIM
3.500000e+
002 HLO LIM
MO.0 MO0
| | |1 BIPOLAR
Network 4: Title:
Comment :
DB2
FB451
"RED OQUT"
EN ENO
RETURN
VAL — ...
EXT INFO—

.5 505 o3lizwl /O Redundancy coas
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OB70: 1/0 Redundancy Error OB

Description

The operating system of the H CPU calls up the OB 70 when a redundancy loss or a redundancy return occurs at least
at one 10 device / DP slave at a PROFINET IO system / DP master system
Examples for start events of the OB 70:

* Error in the interface of an 10 device / DP slave
* Bus failure at an active DP master that results in a redundancy loss at at least one DP slave.
Note: If a DP master system fails or returns and the redundancy status of all the DP slaves remains the same in the

process, OB 86 is called.

The CPU does not change to the STOP mode if a start event occurs and OB70 is not programmed. If OB70 is loaded
and if the H system is in the redundant mode, OB70 is executed on both CPUs. The H system remains in the

redundant mode.
(22,
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CPU Redundancy Error OB (OB72)

Description

The operating system of the H CPU calls OB72 when one of the following events occurs:
* Loss of CPU redundancy

* Reserve-master switchover

* Synchronization error

* Error in a SYNC module

* Updating aborted

* Comparison error (for example, RAM, PIQ)

OB72 is executed by all CPUs that are in the Run or STARTUP mode following a suitable start event.

(&)
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Communication Redundancy Error OB (OB73)

Note:
The communications redundancy error OB (OB73) 1s only available in firmware version V2.0.x for the CPU 417-4H.

Description

The operating system of the H CPU calls OB73 when the first loss of redundancy occurs in a fault-tolerant S7
connection (Fault-tolerant S7 connections only exist for S7 communication. For more information, see "S7-400 H
Programmable Controller, Fault-Tolerant Systems."). If a loss of redundancy occurs for additional fault-tolerant S7
connections, there are no more OB73 starts.

Another OB73 start will not occur until you have restored redundancy for all S7 connections that were fault tolerant.

The CPU does not change to the STOP mode if a start event occurs and the OB73 is not programmed.

(&)
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Which components can be replaced?

The following components can be replaced during operation:
e Central processing units (e.g. CPU 417-4H)

e Power supply modules (e.g. PS 405, PS 407)

e Signal and function modules

e Communication processors

e Synchronization modules and fiber-optic cables

e Interface modules (e.g. IM 460, IM 461)

Ol ed 10 9 b CPU 31 (S 58 o Sl

Starting situation for replacement of the CPU

Failure How does the system react?

The S7-400H is in redundant SyS‘tem mode and a . The partner CPU switches to Single mode.

CPU fails. * The partner CPU reports the event in the

diagnostic buffer and in OB 72.

(5
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Requirements for replacement
The module replacement described below is possible only if the "new" CPU

e has the same operating system version as the failed CPU and
e if it is equipped with the same load memory as the failed CPU.

Step What has to be done? How does the system react?
1 Turn off the power supply module. * The entire subsystem is switched off
(system operates in single mode).
2 Replace the CPU. Make sure the rack -
number is set correctly on the CPU.
3 Insert the synchronization modules. -
4 Plug in the fiber-optic cable connections of -
the synchronization modules.
5 Switch the power supply module on again. * CPU runs the self-tests and changes to
STOP.
6 Perform a CPU memory reset on the -
replaced CPU.
7 Start the replaced CPU (for example * The CPU performs an automatic LINK-
STOP?*RUN or Start using the F"G} UP and UPDATE.
* The CPU changes to RUN and operates
as the reserve CPU.

s CPU bl OIS

CPU o S

(5
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Load Memory 4l 4  w gwd Sl

Starting situation for replacement of the load memory

Failure How does the system react?

The S7-400H is in redundant system mode and a | «  The relevant CPU changes to STOP and
load memory access error occurs. requests a memory reset.

* The partner CPU switches to single mode.

ddl> Oyl g
Step What has to be done? How does the system react?
1 Replace the memory card on the stopped -
CPU.
2 Perform a memory reset on the CPU with the | —
replaced memory card.
3 Start the CPU. « The CPU performs an automatic LINK-
UP and UPDATE.
* The CPU changes to RUN and operates
as the reserve CPU.

()
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Starting situation

Both CPUs are in RUN.

Failure

How does the system react?

power supply module falils.

The S7-400H is in redundant system mode and a

* The partner CPU switches to single mode.

* The partner CPU reports the event in the
diagnostic buffer and in OB 72.

Proceed as follows to replace a power supply module in the central rack:

Step

What has to be done?

How does the system react?

Turn off the power supply (24 VV DC for PS
405 or 120/230 V AC for PS 407).

The entire subsystem is switched off
(system operates in single mode).

Replace the module.

Switch the power supply module on again.

The CPU executes the self-tests.

The CPU performs an automatic LINK-
UP and UPDATE.

The CPU changes to RUN (redundant
system mode) and operates as reserve
CPU.

(&)
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Starting situation

Failure

How does the system react?

The S7-400H is in redundant system mode and
an input/output or function module fails.

* Both CPUs report the event in the diagnostic
buffer and via appropriate OBs.

ET200M olKiusl 50 Joilo on o0

Step What has to be done? How does the system react?

1 Remove the failed module (in RUN mode). |« Both CPUs process the swapping
interrupt OB 83 synchronized with each
other.

2 Disconnect the front connector and wiring. |+ Call OB 82 if the module concerned is

capable of diagnostic interrupts and
diagnostic interrupts are enabled in the
configuration.

Call OB 122 if you are accessing the
module by direct access

Call OB 85 if you are accessing the
module using the process image

(&)
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Plug the front connector into the new
module.

Call OB 82 if the module concerned is
capable of diagnostic interrupts and
diagnostic interrupts are enabled in the
configuration.

Insert the new module.

Both CPUs process the swapping
interrupt OB 83 synchronized with each
other.

Parameters are assigned automatically
to the module by the CPU concerned
and the module is addressed again.

doldf
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Step

What has to be done?

How does the system react?

Disconnect the front connector and wiring.

Call OB 82 if the module concerned is
capable of diagnostic interrupts and
diagnostic interrupts are enabled in the
configuration.

Call OB 122 if you are accessing the
module by direct access

Call OB 85 if you are accessing the
module using the process image

Remove the failed module (in RUN mode).

Both CPUs process the swapping
interrupt OB 83 synchronized with each
other.

Insert the new module.

Both CPUs process the swapping
interrupt OB 83 synchronized with each
other.

Parameters are assigned automatically
to the module by the CPU concerned
and the module is addressed again.

Plug the front connector into the new
module.

Call OB 82 if the module concerned is
capable of diagnostic interrupts and
diagnostic interrupts are enabled in the
configuration.

(&)
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Starting situation

Failure

How does the system react?

The S7-400H is in redundant system mode and a
communication module falls.

* Both CPUs report the event in the diagnostic
buffer and via appropriate OBs.

* |n communication via standard connections:

Connection failed

* |n communication via redundant connections:

Communication is maintained without
interruption over an alternate channel.

(&)
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Step What has to be done? How does the system react?

1 Remove the module. » Both CPUs process the swapping
interrupt OB 83 synchronized with each
other.

2 Make sure that the new module has no « Both CPUs process the swapping
parameter assignment datainits interrupt OB 83 synchronized with each
integrated FLASH EPROM and plug it in. other.

* The module is automatically configured by
the appropriate CPU.

3 Turn the module back on. » The module resumes communication

(system establishes communication
connection automatically).

&)
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Starting situation

Failure

How does the system react?

Failure of a fiber-optic cable or synchronization
module:

The S7-400H is in redundant system mode and a
fiber-optic cable or synchronization module fails.

* The master CPU reports the event in the
diagnostic buffer and with OB 72.

* The reserve CPU changes to ERROR-
SEARCH mode for some minutes. If the error
is eliminated during this time, the reserve
CPU switches to redundant system mode,
otherwise it switches to STOP.

* The diagnostic LED on the synchronization
module is lit

S8 S d b Sync sy Joik s
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Procedure

Follow the steps below to replace a synchronization module or fiber-optic cable:

Step What has to be done? How does the system react?
1 First, check the fiber-optic cable. -
2 Start the reserve CPU (for example, STOP- | The following responses are possible:
RUN or Start using the programming device). | 1  ~pyj changes to RUN mode.
2. CPU changes to STOP mode. In this
case continue at step 3.
3 Remove the faulty synchronization module -
from the reserve CPU.
4 Insert the new synchronization module in the |-
reserve CPU.
5 Plug in the fiber-optic cable connections of * The diagnostic LED on the
the synchronization modules. synchronization module goes off
* Both CPUs report the event in the
diagnostic buffer
6 Start the reserve CPU (for example, STOP- | The following responses are possible:

RUN or Start using the programming device).

1.
2.

CPU changes to RUN mode.

CPU changes to STOP mode. In this
case continue at step 7.

e



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

If the reserve CPU changed to STOP in step
6:

Remove the synchronization module from the
master CPU.

The master CPU processes swapping
interrupt OB 83 and redundancy error
OB 72 (entering state).

Insert the new synchronization module into
the master CPU.

The master CPU processes swapping
interrupt OB 83 and redundancy error
OB 72 (exiting state).

Plug in the fiber-optic cable connections of
the synchronization modules.

10

Start the reserve CPU (for example, STOP-
RUN or Start using the programming device).

The CPU performs an automatic LINK-
UP and UPDATE.

The CPU changes to RUN (redundant
system mode) and operates as reserve
CPU.

Note

doldf

If both fiber-optic cables or synchronization modules are damaged or replaced one after the other, the system
responses are the same as described above. The only exception is that the reserve CPU does not change to
STOP but instead requests a memory reset

©
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e PROFIBUS DP master

e PROFIBUS DP interface module (IM 153-2 or IM 157)
e PROFIBUS DP slave

e PROFIBUS DP cable

Remote 1/0 ol 38 IM 93l i g2

Starting situation

Failure How does the system react?

The S7-400H is in redundant system mode and a | Both CPUs report the event in the diagnostic
PROFIBUS DP interface module (IM 153-2, IM buffer and via OB 70.
157) fails.

(&)
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Replacement procedure

Proceed as follows to replace the PROFIBUS DP interface module:

Step What has to be done? How does the system react?

1 Turn off the supply for the affected DP -
interface module.

Remove the bus connector. -

3 Insert the new PROFIBUS DP interface -
module and turn the power supply back on.
4 Plug the bus connector back in. « The CPUs process the rack failure OB

70 synchronized with each other
(outgoing event).

* Redundant access to the station by the
system is now possible again.

(&)
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Starting situation

Failure How does the system react?

The Fault-tolerant Automation System

The S7-400H is in redundant system mode and + With single-channel one-sided 1/O:

the PROFIBUS DP cable is defective.
Rack failure OB (OB 86) is started (incoming

event). The DP master can no longer process
connected DP slaves
(station failure).

*  With switched 1/O:

isifar

A.Ove

I/O redundancy error OB (OB 70) is started
(incoming event). DP slaves are addressed
via the DP master of the partner.

(&)
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Step

What has to be done?

How does the system react?

Check the cabling and localize the
interrupted PROFIBUS DP cable.

Replace the defective cable.

Switch the failed modules to RUN
mode.

The CPUs process the error OBs synchronized
with each other

* With one-sided |/O:
Rack failure OB 86 (outgoing event)

The DP slaves can be addressed via the
DP master system.

o  With switched |/O:

/O redundancy error OB 70 (outgoing
event).

The DP slaves can be addressed via both
DP master systems.

(=)
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Properties - CPU 412-3 H - (R0/S3) [

Time-of-Day Intemupts | Cyclic Intemupts | Diagnostics.Clock I Protection I H Parameters
General I Startup Cycle/Clock Memary | Retertive Memary I Memary I Intemupts

—Cycle
¥ Update OB process image cyclically
Scan cycle monitoring time [ms]:
Minimum scan cycle time [ms]:

Scan cycle load from communication [
I Frioritized OCK communication

Size of the processimage input area:

1111

Size of the processimage output area:

0B85 - call up at 1/0 access emor: At each individual access j

—Clock Memony

™ Clock memory
b ermary byte:

T

Carcsl | Hob
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Table 14-1 Modifiable CPU parameters

Tab

Editable parameter

Start-up

Monitoring time for signaling readiness by modules

Monitoring time for transferring parameters to modules

Cycle/clock memory

Scan cycle monitoring time

Cycle load due to communication

Size of the process image of inputs 7

Size of the process image of outputs

Memory

Local data for the various priority classes *

Communication resources: Maximum number of communication jobs.You may
only increase the configured value of this parameter .

Time-of-day interrupts (for each time-of-
day interrupt OB)

"Active" checkbox

"Execution” list box

Starting date

Time

Watchdog interrupt (for each watchdog
interrupt OB)

Execution

Phase offset

Diagnostics/clock

Correction factor

Security

Security level and password

H parameter

Test cycle time

(&)
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Maximum cycle time extension

Maximum communication delay

Maximum inhibit time for priority classes > 15

Minimum /O retention time

) Modifying these parameters also modifies the memory content.

Add the new components to the system.
— Plug new central modules into the racks.
— Plug new module into existing modular DP stations

— Add new DP stations to existing DP master systems.

N 181 S OO lol
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2. Connect the required sensors and actuators to the new components.

New components are not yet addressed

HW o 30 (s 50

Starting situation
The fault-tolerant system is operating in redundant system mode. The modules added are not yet addressed.

Procedure
1. Perform all the modifications to the hardware configuration relating to the added hardware offline.
2. Compile the new hardware configuration, but do not load it into the target system just yet.

4299 (Sly =5 gl dalild

1. Verify that the interrupt OBs 4x, 82, 83, 85, 86, OB 88 and 122 react to any interrupts of the new components

as intended.
2. Download the modified OBs and the corresponding program elements to the target system. @



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

Stop e yo Reserve cuijla p oals 1,3

Starting situation
The fault-tolerant system is operating in redundant system mode.

Procedure

1. In SIMATIC Manager, select a CPU of the fault-tolerant system, then choose "PLC >Operating Mode" from
the menu.

2. In the "Operating Mode" dialog box, select the reserve CPU, then click "Stop".

Result

The reserve CPU switches to STOP mode, the master CPU remains in Run mode, the faulttolerant system
works in single mode. The one-sided 1/O of the reserve CPU is no longer addressed. OB 70 (I/0 redundancy
loss) is not called due to the higher-priority CPU redundancy loss (OB72).

: : : da HW oo oglils
Starting situation
The fault-tolerant system is operating in single mode.

Procedure
Load the compiled hardware configuration in the reserve CPU that is in STOP mode. @
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NOTICE
The user program and connection configuration cannot be downloaded in single mode.

Result
The new hardware configuration of the reserve CPU does not yet have an effect on ongoing operation.

Switch to Wldes plxif

Starting situation
The modified hardware configuration is downloaded to the reserve CPU.

Procedure

1. In SIMATIC Manager, select a CPU of the fault-tolerant system, then choose "PLC >Operating Mode" from
the menu.

2. In the "Operating Mode" dialog box, click the "Switch to..." button.

3. In the "Switch" dialog box, select the "with altered configuration" option and click the "Switch" button.

4. Acknowledge the prompt for confirmation with "OK". @



The Fault-tolerant Automation System

Lectrurer:A.Oveisifar

Result
The reserve CPU links up, is updated and becomes the master. The previous master CPU switches to STOP

mode, the fault-tolerant system operates with the new hardware configuration in single mode.

Redundant o 4 8

Starting situation
The fault-tolerant system is operating with the new hardware configuration in single mode.

Procedure
1. In SIMATIC Manager, select a CPU of the fault-tolerant system, then choose "PLC >Operating Mode" from
the menu.

2. From the "Operating Mode" dialog box, select the reserve CPU, then click "Warm Restart".

Result
The reserve CPU links up and is updated. The fault-tolerant system is operating with the new hardware

configuration in redundant system mode.
@
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Starting situation
The fault-tolerant system is operating with the new hardware configuration in redundant system mode.

CAUTION

Any attempts to modify the structure of an FB interface or the instance data of an FB in redundant system
mode will lead to stop system mode (both CPUs in STOP mode).

Procedure

1. Adapt the program to the new hardware configuration.

You can add, edit or remove OBs, FBs, FCs and DBs.

2. Download only the program changes to the target system.

3. Configure the interconnections for the new CPs on both communication partners and download them to
the target system.

Result
The fault-tolerant system processes the entire system hardware with the new user program in redundant

system mode.
©
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The diagram below shows the connection of two redundant encoder pairs to two redundant
SM 321; D1 32 x DC 24 V. The encoders are connected to channel 0 and channel 16
respectively.
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Figure F-2  Example of an interconnection with SM 321; DI 32xDC 24V
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The diagram below shows the connection of two redundant encoders to two SM 327; DI 16 x
AC 120/230 V. The encoders are connected to channel 0.
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Figure F-3  Example of an interconnection with SM 321; DI 16 x AC 120/230 V
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The diagram below shows the connection of two redundant encoders to two SM 327; DI 16 x
AC 120/230 V. The encoders are connected to channel 0.
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Figure F-3  Example of an interconnection with SM 321; DI 16 x AC 120/230 V
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The diagram below shows the connection of an actuator to two redundant SM 326; DO 10 x
DC 24V/2A. The actuator is connected to channel 1.

1 21 ] v
x 21
3 23
4 24,
5 2,
P >
/ b
% =,
9 3G
11, 3%
2 %
3 3%
% 3%
% 3%
14 3%
% 3%
v 18, 38 |= 24V
' 19 39, |
A 44
1 2 24V
SO
% 2
4° 2%
% 23
6, 2§
7, 27,
8 24
9 29
9 %
11, 3t
12 32,
13 33
% 34
1) 3g,
16, 3§,
17 a7
24V 182 3{ |,_2av
'l 19, 3g, [
A, 4G,

Figure F-7  Example of an interconnection with SM 326; DO 10 x DC 24V/2A
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The diagram below shows the connection of an actuator to two redundant SM 322; DO 8 x
DC 24 V. The actuator is connected to channel 0.

Types with U >=200V and |_s>= 2 A are suitable as diodes
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Figure F-14 Example of an interconnection with SM 322; DO 8 x DC 24 /2 A
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The diagram below shows the connection of an actuator to two redundant SM 322; DO 32 x
DC 24 V. The actuator is connected to channel 1.

Suitable diodes are, for example, those of the series 1N4003 ... 1N4007, or any other diode
with Ux>=200V and I_r>=1A
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Figure F-15 Example of an interconnection with SM 322; DO 32 x DC 24 /0.5 A
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The diagram below shows the connection of a 2-wire transmitter to two SM 331; Al 4 x 15 Bit
[EEx ib]. The transmitter is connected to channel 1. Suitable Zener diode: BZX85C6v2.
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Figure F-25 Example of an interconnection with SM 331, Al 4 x 15 Bit [EEx ib]
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The diagram below shows the connection of a transmitter to two SM 331; Al 8 x 12 Bit. The
transmitter is connected to channel 0.
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Figure F-26 Example of an interconnection with SM 331; Al 8 x 12 Bit
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The diagram below shows the connection of an actuator to two

SM 332; AO 4 x 12 Bit. The actuator is connected to channel 0. Suitable dicdes are, for
example, those of the series TN4003 ... TN4007, or any other diode with U_>=200V and |_r
==1A
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Figure F-32 Example of an interconnection with SM 332, AO 4 x 12 Bit
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